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Abstract: Most of the large scale social networking sites and small private social networks on the Internet are open to 
Sybil attacks. The Sybil attack is an attack where in an adversary creates multiple Duplicate or False identities to 
compromise the running of the system. By including false information by the Duplicated entities, an adversary can 
mislead a system into making decisions benefiting. Defending against Sybil attacks is quite challenging. This paper 
presents Sybil Defender, a sybil defense mechanism that leverages the network topologies to defend against sybil attacks 
in social networks. Sybil Defender can effectively identify the sybil nodes and detect the sybil community around a sybil 
node and it is feasible to limit the number of attack edges in online social networks by relationship rating. 
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I. INTRODUCTION 

Most networks, like a peer-to-peer network, rely on 
assumptions of identity, where each computer represents one 
identity. A Sybil attack happens when an insecure computer is 
hijacked to claim multiple identities, in other words, a Sybil 
attack[1] occurs when the attacker creates multiple identities 
(sybils) and exploits them in order to manipulate a reputation 
score. Problems arise [2] when a reputation system (such as a 
file-sharing reputation on a torrent network) is tricked into 
thinking that an attacking computer has a disproportionally 
large influence. Similarly, an attacker with many identities 
can use them to act maliciously, by either stealing information 
or disrupting communication. It is important to recognize a 
Sybil attack and note its danger in order to protect yourself 
from being a target. 

Recently, there has been an increasing interest in 
defending against sybil attacks in social networks [3], [4], [5], 
[6], [7]. In a social network, two user identities share a link if 
a relationship is established between them. Each identity is 
represented as a node in the social graph. To prevent the 
adversary from creating many sybil identities, all the previous 
sybil defense schemes are built upon the assumption that the 
number of links between the sybil nodes and the honest nodes, 
also known as attack edges, is limited. As a result, although an 
adversary can create many sybil nodes and link them in an 
arbitrary way, there will be a small cut between the honest 
region and the sybil region. The small cut consists of all the 
attack edges and its removal disconnects the sybil nodes from 
the rest of the graph, which is leveraged by previous schemes 
to identify the sybil nodes. Note that the solution to this 
problem is nontrivial, because finding small cuts in a graph is 
an NP-hard problem. To limit the number of attack edges, 
previous schemes assume that all the relationships in social 
networks are trusted and they reflect the trust relationships 
among those users in the real world, and thus, an adversary 

cannot establish many relationships with the honest users. 
However, it has been shown that this assumption does not 
hold in some real-world social networks [8]. 

To address the problem Sybil Defender is introduced, 
which is a centralized sybil defense mechanism. It consists of 
a sybil identification algorithm to identify sybil nodes, a sybil 
community detection algorithm to detect the sybil community 
surrounding a sybil node, and two approaches to limiting the 
number of attack edges in online social networks. Our scheme 
is based on the observation that a sybil node must go through 
a small cut in the social graph to reach the honest region. An 
honest node, on the contrary, is not restricted. Now, if we start 
from a sybil node to do random walks, the random walks tend 
to stay within the sybil region. The main contributions of this 
work include: 

i. Based on performing a limited number of random 
walks within the social graphs, our proposed sybil 
identification and sybil community detection algo-
rithms are more efficient than previous techniques 
for large social networks. 

ii. We evaluate SybilDefender using two large-scale 
social network samples from Orkut and Facebook, 
respectively. The results show that the performance 
of our sybil identification algorithm approaches the 
theoretical bound, and it outperforms SybilLimit, the 
state-of-the-art sybil defense mechanism that applies 
to large social networks, by more than 10 times in 
both accuracy and running time. In addition, our 
sybil community detection algorithm can effectively 
detect the sybil community around a sybil node with 
short running time. 

 We propose two practical techniques to limit the 
number of attack edges in online social networks, and develop 
a Facebook application to demonstrate the feasibility of one of 
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the techniques. The survey results of our Facebook application 
show that the assumption made by previous work that all the 
relationships in social networks are trusted does not hold in 
online social networks, and it is feasible to limit the number of 
attack edges in online social networks by relationship rating. 

II.  RELATED WORK 

Sybil Guard [7] and Sybil Limit [6] are among the 
first Sybil detection schemes to be proposed. Sybil Guard uses 
the intersections between modified random walks to determine 
whether identities should be given access to the system. Sybil 
Limit improves on Sybil Guard’s bound by using multiple 
walks, which allows it to accept fewer Sybil identities per 
attack edge. Both of these schemes can be implemented in a 
centralized or decentralized fashion.  

Sybil Infer [3] is a centralized protocol that assumes 
full knowledge of the social graph. It uses a Bayesian 
inference technique that assigns to each node its probability of 
being Sybil. Unlike Sybil Guard and Sybil Limit, Sybil Infer 
does not provide any theoretical bounds on the number of 
Sybil identities accepted per attack edge. In the evaluation, 
Sybil Infer handled networks with up to 30,000 nodes, which 
is much smaller than the size of regular online social 
networks. 

Gate Keeper [23] is a decentralized Sybil detection 
protocol that improves over the guarantees provided by Sybil 
Limit. It uses a variant of the ticket distribution algorithm 
used in Sum Up [22] from multiple random identities in the 
graph to detect Sybils. Even though social network-based 
Sybil detection schemes are relatively simple and easy to 
integrate into the system, they all suffer from inherent 
limitations. In particular, these schemes make strong 
assumptions about the topology of the social graph, where 
many of real-world social networks do not conform to these 
assumptions. Consequently, these schemes have not found 
mainstream adaption, and they usually result in high false 
positive and false negative rates in real world social networks. 
In contrast, Sybil Defender only relies on performing a limited 
number of random walks in the social graph, and it is scalable 
to large networks. 

III.  PROPOSED FRAMEWORK 

We denote the social network as a graph G consisting 
of vertices V and edges E. There are n honest users in the 
social network, each with one identity, denoted as an honest 
node in V. There are also one or more malicious users in the 
social network, each with a number of Sybil identities. Each 
Sybil identity is denoted as a Sybil node in V. A relationship 
between two identities in the social network is represented as 
an edge connecting the two corresponding nodes in G. The 
edges in G are undirected. We name the edge between a Sybil 
node and an honest node an attack edge. The Sybil region 
consists of all the Sybil nodes, while the honest region 
consists of all the honest nodes. All the Sybil nodes are 
controlled by an adversary. Thus, the adversary can create 

arbitrary edges within the Sybil region. Graphs [10] are used 
to represent relationsiphs or connections (edges) between 
domain objects (vertices). Social networks are an application 
of a graph data structure. 

 
FIGURE 1 A Social Network 

 
The proposed methodology, Sybil Defender is a 

famous approach for anti-sybil. It consists of two steps: Sybil 
node detection and Sybil Community detection (Fig 2). One 
way to defend against sybil attacks in social networks is to 
leverage the social network topologies. This paper is build on 
the following assumptions: 

The honest region is fast mixing, which means a 
random walk of length O(log n)is long enough such that with 
probability at least 1-1/n, the last traversed node is drawn 
from the node stationary distribution of the graph. 

1. One honest node is known. 
2. The social network topology is known 
3. The size of the sybil region is not comparable to the 

size of the honest region. 
4. the number of attack edges is limited. 

 
FIGURE 2 an honest community and Sybil community 

 
In a social network, the vertices (nodes) are identities 

in the distributed system and the (undirected) edges 
correspond to human-established trust relations in the real 
world. The edges connecting the honest region (i.e., the region 
containing all the honest nodes) and the Sybil region (i.e., the 
region containing all the Sybil identities created by malicious 
users) are called attack edges.  

A.  Sybil node detection 

In Sybil node detection, the Sybil identification 
algorithm that takes the social graph G (V, E), a known honest 
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node h, and a suspect node u as input, and outputs whether u 
is Sybil or not. Our algorithm is based on random walks. A 
random walk on a graph is defined by the sequence of moves 
of a particle between nodes of G.  

For a suspect node, based on preknown honest 
nodes’ statistical features, Sybil Defender determines whether 
the suspect node is a Sybil or not. After finding a Sybil node, 
based on the assumption that Sybil nodes are more likely to 
connect with other Sybil nodes, the defence will detect the 
Sybil community in which the Sybil node resided.  

This defense is based on two assumptions:  
(1) the number of links between honest users and Sybils is 
limited and  
(2) the size of the Sybil community is smaller than that of 
millions of users: for the attacker, to register such a large 
number of identities is impossible.  
From an honest user, we can send a fixed number of random 
walkers to pass an l-length random path, assuming there are k 
walkers. At other nodes, we can compute the times that these 
random walkers passed through this node and call the times 
their visiting frequency. After that, we can calculate the 
statistical distribution of the visiting frequency. If the random 
walks from a suspect node do not follow some statistic 
distribution, then the suspect is Sybil. 

B. Sybil community detection 

After one Sybil node is identified, our Sybil 
community detection algorithm can be used to detect the Sybil 
community surrounding it. The Sybil community detection 
algorithm takes the social graph G (V, E) and a known Sybil 
node s as input, and outputs the Sybil community around s. 
Our algorithm relies on performing partial random walks 
originating from s. Each partial random walk behaves the 
same as the simple random walks used in the previous section, 
except that it does not traverse the same node more than once. 
Therefore, when a partial random walk reaches a node with all 
the neighbors traversed by it, this partial random walk is 
“dead” and cannot proceed. Figure 3 illustrates the Sybil 
Defender. Suppose that we have already known an honest 
node. From this node, we send out k random walks with a 
fixed length l. Since social network (in the honest region) is 
fast mixing, which means that any pair of nodes can reach one 
another at an O(log n)-length random path, a circle region in 
the honest community will be covered by the random walk. 
However, because the size of the Sybil community is smaller 
than that of honest one, the majority of random walks in the 
Sybil region is different from the honest one. By this way, a 
suspect node can be verified. 

 
FIGURE 3 The idea of Sybil Defender. 

 
After finding a Sybil node, the Sybil Defender can 

also detect its resident Sybil community, based on the fact that 
Sybil nodes are more likely to connect with other Sybil nodes. 
The detection of a Sybil community can be done by using 
loop-free random walks. Consider that when a random walker 
passes the same node twice, it means the random walkers 
reach the boundary of the Sybil community. Sybil Defender 
renders a random walker dead if it arrives at the same node 
twice. Similar to the process of verifying a suspect node, Sybil 
Defender also initializes several random walks with different 
lengths. Again, the reason is that the size of the Sybil 
community is unavailable. If the dead ratio of the L-length 
group of random walks is greater than a predefined threshold, 
then all the passed nodes will be regarded as members of a 
Sybil community.  

Algorithm 1 is used to calculate the mean number of 
nodes with frequency no smaller than t when performing R 
random walks in length of l originating from known honest 
node h.The larger the community is, the larger mean number 
it gets. 
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Algorithm 2 is to detect whether a given node is a sybil node 
or not. As is said in above, if a node has a very low number, it 
may be a sybil node. 

 
Partial random walk is a little different from regular 

random walk: once a node is 'walked', it can not be walked 
once again. So a partial random walk can be terminated when 
a node have no neighbors to walk into without reaching a 
given length. It is called a 'dead walk'. Given a sybil node s, 
we can estimatioin a length when the dead Walk Ratio is 
smaller than a given threshold. All the nodes within a length 
less than the estimated length are suspected to be sybil nodes. 

 
Rate all the suspected node based on conductance, 

defined as follows. Let d be the sum of the degrees of all the 
nodes in set S, and a be the number of edges with one 
endpoint in S and one endpoint in S'. The the conductance of 
S is a/d. 

Based on the assumptions, there should be a small 
cut between the honest region and sybil region. The 
conductance of the sybil region is very small. So it is 
reasonable to leverage a greedy algorithm to detect which 
nodes are real sybil nodes. 

 

 
The Sybil nodes tend to be in front of the honest 

nodes in the sorted list, because a large number of partial 
random walks cannot enter the honest region, due to the 
existence of the small cut between the honest region and the 
Sybil region. This algorithm only relies on performing R 
partial random walks originating from a Sybil node, which 
makes it very efficient and scalable to large-sized social 
networks. 

IV.  EXPERIMENTAL RESULTS 

We study the behavior of Sybil Defender when there 
are malicious users. In most security research, the term 
“malicious user” typically refers to a single malicious user 
who does not assume additional identities. In random, we 
repeatedly pick uniformly random nodes in the graph as Sybil 
attackers, until the total number of attack edges reaches a 
certain value. The experimental results of our proposed 
methodology show the accuracy and the efficiency level a bit 
higher than the existing ones. Also the Sybil node detection 
rate and time consumption also tends to be high. False 
identification rate are very less of probability with our Sybil 
Defender. We have obtained all corresponding results for 
Sybil community as well, which are always slightly better but 
the difference is usually negligible.  

V.  CONCLUSION 

The challenge with the Sybil Defender is that how to 
extract the correct visiting frequency distribution from the 
honest region. This paper presented Sybil Defender, a a 
centralized Sybil defense mechanism against sybil attacks 
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using social networks. Sybil Defender consists of a sybil 
identification algorithm, a sybil community detection 
algorithm, and two approaches to limiting the number of 
attack edges in online social networks. Our results on social 
networks confirmed their fast mixing property, and thus 
validated the fundamental assumption behind this approach. 
As future work, we intend to implement Sybil Limit within 
the context of some real-world applications and demonstrate 
its utility. 
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