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Abstract- Fingerprint recognition or
fingerprint authentication refers to
the automated method of verifying a 
match between two human fingerprints. 
Fingerprints are one of many forms of
biometrics used to identify individuals 
and verify their identity. The (n, n)-
NVSS scheme shares one secret image 
over n-1 selected natural images(also 
called natural shares) and one 
generated noise-like share. The natural 
shares may be photos or hand-painted 
pictures in digital form. The noise-like 
share is obtained using these natural 
shares and the digital secret image. The 
unaltered natural shares are different 
and not harmful thus reducing the 
transmission risk problem.
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I. INTRODUCTION

The analysis of fingerprints for 

matching purposes generally requires the 

comparison of several features of the print 

pattern. These include patterns, which are 

aggregate characteristics of ridges, and 

minutia points, which are unique features 

found within the patterns.[1] It is also 

necessary to know the structure and 

properties of human skin in order to 

successfully employ some of the imaging 

technologies. Digital templates encoded 

from these patterns by mathematical and 

statistical algorithms allow the 

identification of an individual or someone 

pretending to be that individual.[1]

Databases of enrolled templates are 

searched by matcher engines at speeds 

measured in the millions of templates per 

second per (single-core) CPU, and with 

remarkably low false match rates. Several 

hundred millions of persons in several 

countries around the world have been 

enrolled in iris recognition systems for 

convenience purposes such as passport-

free automated border-crossings, and some 

national ID programs. A key advantage of 
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iris recognition, besides its speed of 

matching and its extreme resistance to 

false matches is the stability of the iris as 

an internal and protected, yet externally 

visible organ of the eye. The three 

basic patterns of fingerprint ridges are the 

arch, loop, and whorl:

 Arch: The ridges enter from one 

side of the finger, rise in the center 

forming an arc, and then exit the other 

side of the finger.

 Loop: The ridges enter from one 

side of a finger, form a curve, and then 

exit on that same side.

 Whorl: Ridges form circularly 

around a central point on the finger.

Scientists have found that family 

members often share the same general 

fingerprint patterns, leading to the belief 

that these patterns are inherited. [3]. But 

they have two drawbacks: First, they have 

a high transmission risk because the noise-

like share has less display quality and 

hence make the attackers’ suspicion about 

the secret content [6],[8]. Second is that 

the meaningless shares are not user 

friendly. As the number of meaningless 

noise-like shares increases, it is more 

difficult to manage the shares. In 

conventional method, the meaningless 

shares are obtained by altering the secret 

image [10]. So the meaningless share can 

expose the possibility of hidden 

information. Since the shares contain 

noise-like pixels, it will be easy to detect 

the secret by naked eye. Some systems 

tried to improve the friendliness of VSS 

schemes for participants but they reduce 

the display quality of the recovered images

[1], [5]. In steganography techniques, the 

secret image is embedded into cover 

images. The cover image may be halftone 

gray images and true-color image.

Steganography is concealing the presence 

of communication by embedding secret 

image into cover images. Hence the stego-

images will be detected by steganalysis 

methods [7]. 

In order to reduce the transmission 
risk, a natural image based (n. n) NVSS 
scheme is proposed. In this scheme the 
natural shares are obtained from 
photographs, hand-painted pictures. The 
noise-like share is obtained from the 
features of natural images and the secret 
image. In the proposed scheme, the secret 
image is not altered hence it reduces the 
transmission risk greatly. The alteration is 
done only on the natural images. Since the 
proposed scheme only one noise-like share 
it reduces the transmission risk and also 
manages the shares easily. The hand-
painted pictures can also be used as a 
natural share [4]. It can be transmitted 
through different transmission channels 
(postal, e-mail) so that the transmission 
risk is reduced further. The proposed 
scheme not only reduces the transmission 
risk but also provides user friendliness and 
manageability. It also enhances the 
security of participants and the shares.
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II. PROPOSED SCHEME

The proposed (n, n) NVSS scheme, 
n ≥ 2 shares the secret image using n-1 
selected natural images and one generated 
noise-like share. The objective of this 
scheme is to reduce pixel expansion, 
transmission risk of both the participants 
and the shares and to improve the display 
quality of recovered image. The natural 
shares can be any photos or hand painted 
pictures either in digital form or in printed 
form. The unaltered natural shares are 
different and innocuous. The noise-like 
share is generated based on these natural 
shares and the secret image. This scheme 
has two main phases: feature extraction 
and encryption. In the feature extraction 
process, the binary feature images are 
extracted from each natural share. In the 
encryption process, the n-1 feature images 
are XOR-ed with the secret image to 
generate one noise-like share.

Fig. 1. Flow Diagram of proposed scheme

Here the digital image and the printed 
image are the natural images. These two 
images may be of any size. The natural 
image will be a color image. 

A. Preprocessing

In the preprocessing process, 
printed images are filtered and resized to 
the size of natural image and the secret 
image. In this process all the images used 
are made to the same size. The natural 
images are divided into the blocks and for 
each block feature extraction process is 
performed. Since the natural image is a 
color image pixel values in each color 
plane has to be calculated. The pixel value 
will be the sum of the pixel values in the 
Red, Green and Blue plane. The pixel 
value P is calculated by the following 
expression

                                (1)

Where, PR, PG, PB will be the pixel values 
in the Red, Green and blue planes 
respectively.

B. Feature Extraction process

It involves three steps: 
Binarization, stabilization, chaos. In the 
binarization process, the binary feature 
value of a pixel is determined by a simple 
threshold function F.  Median values for 
each block is found out and set as 
threshold. The threshold function is found 
as follows

                           (2)

where, P is the pixel value and M is the 
median value.
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In the stabilization process, the 
number of black and number of white 
pixels are made equal. The unbalanced 
black pixels are found by

                                        (3)

Where, b is the block size.

The chaos process is used to 
eliminate the texture on the extracted 
feature image. In this process, C number of 
black and C number of white pixels is 
selected randomly from each block and 
then the values of these pixels are 
changed. In natural images, same or 
approximately same value may cluster 
together. These clustered pixels may 
reveal some textures of the natural image. 
Hence the pixel values are disordered by 
adding noise in the matrix. In this process 
the clustering of pixels has been reduced. 
The value of C is obtained as follows

noise                                   (4)         

Where, Pnoise is the probability of noise to 
be added into the matrix. Here the Pnoise is 
set to 0.5

C. Encryption / Decryption

In encryption process, the feature 
image obtained from the natural image and 
the secret image is XOR-ed. After
applying logical XOR, the output image 
will be t he encrypted image. The 
decryption process is the reverse of 
encryption process. In decryption process,
the feature image is extracted from the 
natural shares and then logical XOR is 
performed to the extracted feature image

and the secret image. After the decryption 
process, the secret image is recovered.

D. Algorithm

Assume that the size of the natural 
shares and the secret image are w h 
pixels and each natural share is divided 
into a number of b b pixels before the 
feature extraction process starts. The pixel 
value for every block is calculated. Then 
the median value for each block is 
calculated separately. The pixels are then 
converted to the binary values and the 
white and black pixels are made equal.
The pixel values are swapped and circular 
shift is performed. Then the secret image 
is XORed with the natural shares. The 
steps of the (n, n) NVSS scheme are 
explained below

1. Divide the natural images into b 
b pixels.

2. Calculate the pixel values in the 
natural shares P by eqn (1) and calculate 
the median M

3. Calculate the threshold function
F by eqn (2)

4. Calculate S by eqn (3)
5. Calculate C by eqn (4). Alter the 

pixel values.
6. Repeat steps 2- 5 for each block.
7. Output feature matrix.
8. XOR the feature matrix and the 

secret image.
9 .Output encrypted image.

III. RESULTS AND DISCUSSION

In this section, the proposed (n, n) 
NVSS scheme is illustrated using
MATLAB. Here, (3, 3) NVSS scheme is 
implemented. In this scheme, two natural 
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images and one noise-like share is used. 
The selected natural images are digital 
color image. One is the digital image with 
the size of 1024 × 768 pixels and other is 
the printed image with the size of 600 × 
450 pixels. These natural shares are
resized to the size of 256 × 256 pixels as 
shown in fig (2) and fig (3).

Fig.2 Input Iris Image

The secret image is a color image 
with the size of 256 × 256 pixels which is 
shown in fig (4). The pixel values of the 
secret image range from 0-255 in each 
color plane. These natural images and the 
secret image is XOR-ed to form an 
encrypted image which is the generated 

noise-like share. The noise-like share thus 
generated is shown in fig (5). 

Fig.3 . Boundary Detection Image with 
historgram
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Fig 4 Overall Process Diagram

Using the selected natural shares and the 
generated noise-like share the secret image 
is recovered. The recovered image is 
shown in fig (6).

IV. CONCLUSION

The fingerprint has been described 
as the ideal part of the human body for 
biometric identification for several 
reasons: It is an internal organ that is well 
protected against damage and wear by a 
highly transparent and sensitive membrane 
(the cornea). This distinguishes it from 
fingerprints, which can be difficult to 
recognize after years of certain types of 
manual labor. The iris is mostly flat, and 
its geometric configuration is only 
controlled by two complementary muscles 
(the sphincter pupillae and dilator pupillae) 

that control the diameter of the pupil. This 
makes the iris shape far more predictable 
than, for instance, that of the face. It also 
reduces the pixel expansion problem 
which occured in the conventional method. 
The display quality of the recovered image 
and the shares are improved. Hence, we 
conclude that the proposed scheme can be 
used as an optimization method to solve 
the problems concerning transmission risk, 
pixel expansion in visual secret sharing 
scheme.
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