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Abstract–Image encryption plays a major role in 

information security. It is mainly used to convert 

the original image into another form. In this work, 

we propose a bit plane slicing of digital image to 

provide the more security. The main aim of BPS is 

used to divide the digital image into 8 bit planes. 

The bit plane is further rotated in order to 

provide better encrypted image and to make 

hacking more difficult. It focuses on two 

techniques such as bit plane slicing and image 

rotation for efficient image encryption. The 

classification of bit plane is used for analyzing the 

importance played by each bit of an image. It is 

used to estimate the each pixel of an image. The 

proposed technique involves rotation of bit planes 

is employed to make highly secure image 

encryption. By this method scrambling of an 

imageis based on efficient technique even it is 

intercepted, the information cannot be 

understood. It is mainly useful for image 

compression because it exhibits high coding 

efficiency. This method which makes the 

decryption of an image more difficult compared to 

other techniques. 

Index Terms – Image Encryption, Bit Plane Slicing, 

Rotation, Scrambling. 

I. INTRODUCTION 

Cryptography is an efficient method of transferring 
information in a secure way.  It scrambles the image 
before transmitting in order to change the structure of 

an image. Even the attacker cannot able to hack 
because it is difficult for him to retrieve the original 
image. It only provides the modified form of an 
image but it does not hide the image even though it is 
better secure method. The main intention is to 
provide better protection of the original image. Bit 
plane slicing is mainly used for splitting images into 
binary planes. Each bit is used to represent the 
intensity of each pixel of an image. Image scrambling 
is always based on pixel values of an image. The 
digital image is divided into 8 bit planes because it is 
useful for analyzing the importance of each bit in an 
image. Whereas a small change in color affect bit 
value of an image. The color image is composed of 
many pixels is decomposed into 8 bit planes. It is 
used to represent the highest order and lower order 
bits to specify the contribution of each bit in an 
image. It achieves better image encryption than the 
other least significant bit, perceptual masking 
technique. This process is done on without changing 
the overall image quality. 

II. METHODS 

Consider a color image which is composed of a 
number of pixels. Each pixel is represented in terms 
of bits. The image consists of 8 bit planes from plane 
1 to plane 8. Plane 8 contains all lowest order bits 
and plane 1 constitutes all higher order bits in an 
image. 

 The slices of the 8 planes contain the information of 
an image. While we modify the positions, values and 
more it will result in a scrambled output. 
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Fig. 1. Information in 8bit planes 

Consider  3x3 matrix 

160 162 164 

166 168 170 

172 174 176 

The binary values for above pixel value are 
shown in 8 bit representation 

10100000 10100010 10100100 

10100110 10101000 10101010 

10101010 10101110 10110000 

 Bit plane is   used to exhibit the significant 
information of an image.  It is composed of 8 bit 
planes In above example LSB bits of a binary form  
constitute lowest order bits and MSB bits represent 
high order bits of all the pixels in an image. The 
concept of bit plane slicing is to determine whether 
the image contains noise or significant information in 
terms of bit plane. When the replacement of MSB bit 
is done it causes more distortion than LSB bits. It is 
easy to encode less significant bits and it is essential 
to preserve the most significant bits [4]. 

A.Bit Plane Slicing 

Bit plane slicing is used to slice the image into 
different bit planes. It is composed into higher order 
and lower order bits. MSB [5] has the significant 
addition to the total image it contributes the majority 
of the information of an image. LSB contributes only 
less details of an image. It plays a major role in 
image processing and compression [4] [6]. The major 
influence of this method is used to furnish the 
essential of each bit of an image [7].It also ensures 
the beneficence of specific pieces. Bit plane is mainly 
possessed of many layers where each layer 
exhibitsthe specific range of bit planes in an image. 
Level of security also depends on the number of bit 
planes used to decompose the image. Loss of higher 
order bit planes leads to much darker image therefore 

MSB is most essential in bit plane slicing. Encrypting 
the less significant bit will result in degrading the 
image quality slightly than encrypting in the most 
significant bit its cause more degradation [3]. 
Encryption is done for each three individual color 
planes according to a bit plane slicing method.  

B.Bit Rotation 

The simple method to provide image encryption 
is a rotation of bit planes. It is more effective than the 
other method as bit shifting. After the image is 
decomposed into the bit plane and then applied the 
rotation on each of the bit planes in different angles 
[1]. Rotation of bit planes is rearranged to provide the 
original bit plane of an image at the receiver end. The 
rotation of a bit plane is processed at different angles 
such as 90,180,270 in order to make image 
encryption to be more difficult. It is difficult for an 
attacker to retrieve the image without knowing what 
type of technique is employed [2].  This includes the 
rotated form of a bit planes in order to make the 
transformed shape of an image.The important 
information of an image is extracted using bit plane 
slicing [9]. 

Bit rotation is applied after bit plane slicing 

according to a various angle in 8 bit planes.  Each 

pixel of planes is rotated by the different angle in 

order to provide an encrypted image [8] [10]. A 

rotation of planes does not lose any bits. This 

technique is obtained by rotation of bits in high 

dimensional space.  Finally all the rotated bit planes 

are combined to generate an original bit plane. By 

using this method the original image can be retrieved 

without any loss of information [11]. Christo Ananth 

et al. [12] proposed a system in which the cross-

diamond search algorithm employs two diamond 

search patterns (a large and small) and a halfway-stop 

technique. It finds small motion vectors with fewer 

search points than the DS algorithm while 

maintaining similar or even better search quality. The 

efficient Three Step Search (E3SS) algorithm 

requires less computation and performs better in 

terms of PSNR. Modified objected block-base vector 

search algorithm (MOBS) fully utilizes the 

correlations existing in motion vectors to reduce the 

computations. Fast Objected - Base Efficient (FOBE) 

Three Step Search algorithm combines E3SS and 

MOBS. By combining these two existing algorithms 

CDS and MOBS, a new algorithm is proposed with 

reduced computational complexity without 

degradation in quality. 
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This work describes about the image encryption 
that uses both the rotation of bits combined with 
various degrees of rotations used as a secret key that 
operates on an image [13]. This encryption is getting 
by providing a rotation angle for the 8 bit planes. 
Repeating these steps for every bit planes it gives an 
encrypted image. The result reveals that this 
encryption achieves better security than the other 
approaches. 

III. IMPLEMENTATION 

In this work we proposed a method for encryption 
and decryption based on bit plane slicing in which 
image is divided into bit planes. It is rotated at 
different angles to form the encrypted image. This 
enhances the robustness of the encryption of an 
image. The   original image is retrieved by again 
using bit plane slicing and a rotation of bits. 
Combining bit plane slicing and rotation added as a 
layer of security to protect an image. The retrieved 
image will have exactly the same pixel value as the 
original image. By this method encrypted image is 
unrecognizable and scrambling is done. Increasing 
the different technique will result in more secure 
encryption method. 

Consider a 2x2 image  

160 172 
184 196 

The above pixels of an image is represented in 
binary form 

10100000 10101100 
10111000 11000100 

It is divided into individual bit plane using the 
slicing method in order to provide better encryption. 
Each bit plane represents the significant information 
of an image  

1
st
 bit plane 

1 1 
1 1 

2
nd

 bit plane 

0 0 
0 1 

3
rd

 bit plane 

1 1 
1 0 

4
th

 bit plane 

0 0 
1 0 

5
th

 bit plane 

0 1 
1 0 

6
th

 bit plane 

0 1 
0 1 

7
th

 bit plane 

0 0 
0 0 

8
th

 bit plane 

0 0 
0 0 

The above bit plane is further   rotated at different 
angles to make more difficult to decrypt 

1
st
 bit plane [Rotated by 90

0
] 

1 1 
1 1 

2
nd

 bit plane [Rotated by 180
0
] 

1 0 
0 0 

3
rd

 bit plane [Rotated by 270
0
] 

1 1 
0 1 

4
th

 bit plane [Rotated by 90
0
] 

0 0 
0 1 

5
th

 bit plane [Rotated by 180
0
] 

0 1 
1 0 

6
th

 bit plane [rotated by 270
0
] 

0 0 
1 1 

7
th

 bit plane [Rotated by 90
0
] 

0 0 
0 0 

8
th

 bit plane [rotated by 180
0
] 

0 0 
0 0 

 

After a bit rotation a new pixel value is obtained 
that is encrypted image is exploited. The encrypted 
image is created by combining each bit from eight 
pixels of an image. It is further represented in 
decimal form of an image. 
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11100000 10101100 
10100000 10011100 

Encrypted 2x2 image 

224 172 
160 156 

The decryption process is done as the reverse 
process of the above encryption method. The 
encrypted image is decrypted using the same method 
as above 

224 172 
160 156 

Pixels of an image are represented in binary form 
as follows 

11100000 10101100 
10100000 10011100 

The above cipher image is decrypted by splitting 
eight bits into individual bit planes in the form of 2x2 
matrix.  

1
st
 bit plane [Rotate it by 270

0
] 

1 1 
1 1 

2
nd

bit plane [Rotate it by 180
0
] 

1 0 
0 0 

3
rd

 bit plane [Rotate it by 90
0
] 

1 1 
0 1 

4
th

 bit plane [Rotate it by 270
0
] 

0 0 
0 1 

5
th

 bit plane [Rotate it by 180
0
] 

0 1 
1 0 

6
th

 bit plane [rotate it by 90
0
] 

0 0 
1 1 

7
th

 bit plane [Rotate it by 270
0
] 

0 0 
0 0 

8
th

 bit plane [Rotate it by 90
0
] 

0 0 

0 0 

The process is done by taking each first bit from 
the every 8 bit planes which form 2x2 matrixes it is 
repeated for the entire second to eight bits it is 

formed into 8 bit planes by combining every first bit 
of all 2x2 matrixes and second bit, the third 
bitrepeatedly up to the eighth bit from all matrices. It 
is exploited in binary form 

10100000 10101100 

10111000 11000100 

The decimal form of an above image is obtained 
by doing bit plane slicing and bit rotation. The 
original image is finally decrypted using different 
methods. 

160 172 

 

184 196 

 

 

 

Fig. 2. Bit slices of an original image 

 

 

Fig. 3. Images of rotated bit slices 

IV. RESULTS 
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Fig.4. Secret 

 

Fig.5. Encrypted 

 

Fig.6. Decrypted 

TABLE I. TABULATION FOR ENCRYPTED IMAGE 

Name MSE (r) MSE (g) MSE (b) 

Pears.png 5.2382e+06 + 

8.4969e+02i 

5.2659e+06 + 

1.2823e+03i 

1.5662e+06 + 

4.1499e+02i 

Autumn.tif 7.5718e+05 + 

8.5799e+02i 

6.7439e+05 + 

5.5547e+02i 

6.8233e+05 + 

2.5352e+03i 

Football.jpg 8.1891e+05 + 

1.0678e+01i 

6.0200e+05 + 

1.3924e+01i 

7.3208e+05 - 

5.3079e+01i 

 

Name PSNR (r) PSNR 

(g) 

PSNR 

(b) 

MSSIM 

Pears.png 19.0270 - 

0.0007i 

19.0499 - 

0.0011i 

13.7837 - 

0.0012i 

0.0154 - 

0.0000i 

Autumn.tif 10.6272 - 

0.0049i 

10.1243 - 

0.0036i 

10.1752 - 

0.0161i 

0.0140 - 

0.0000i 

Football.jpg 10.9675 - 

0.0001i 

9.6311 - 

0.0001i 

10.4808 

+ 0.0003i 

0.0172- 

0.0000i 

 

TABLE II.TABULATION FOR DECRYPTED IMAGE 

Name MSE (r) MSE (g) MSE (b) 

Pears.png 0 0 0 

Autumn.tif 0 0 0 

Football.jpg 0.0015 4.5980e-04 7.5277e-04 

 

Name MSE (b) PSNR (r) PSNR (g) PSNR (b) 

Pears.png 0 Inf Inf Inf 

Autumn.tif 0 Inf Inf Inf 

Football.jpg 7.5277e-04 76.5069    81.5391 79.3982 

 

V. CONCLUSION 

In this work, bit plane slicing and rotation of the 
bits is combined into one secure algorithm. This 
method may not be more secure but it is difficult to 
decrypt. To achieve this goal we design a scrambling 
method using bit plane rotation with the help of bit 
plane slicing. The performance of this method is 
measured by using MSE and PSNR values. The 
decryption of an image is robust because it does not 
lose any data. Bit plane slicing preserves the 
significant information of degraded image. Image 
encryption based on bit plane slicing and rotation can 
improve significantly the level of security. The 
results show that it provides a better level of 
encryption without affecting the overall image 
quality. Thus the mode such as bit rotation used for 
efficient encryption requirements it is applicablefor 
any type of image formats. The experimental results 
show that the proposed scheme leads to an improved 
security level and its proved in terms of MSE, PSNR 
and MSSIM parameters. 
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