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Abstract: The drastic increase in the use of mobile devices nowadays by people led to a greater increase in need of
enhanced security. Many authentication models are available which have been widely used by people all over the world.
The problems in the available models and users need for a better level of security lead to the thought of new authentication
models in which the key factor is the way people behave. Survey on authentication methods based on behavior is discussed

in this paper.
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l. INTRODUCTION

Mobile devices are nowadays in hand of every
people you cross by. We use mobile not only for making
calls but also for accessing social networking sites, making
online payment, credit card transactions.etc. Apart from
these, lot of sensitive data is also stored in mobile devices.
According to Cisco VNI Global Mobile Data Traffic
Forecast, the number of global mobile devices and
connections in 2013 has grown to 7 billion, which will
exceed the world’s population by 2014. [1] According to
Mcafee mobile security report, 82 percentage of apps tracks
you and 80 percentage is collecting information whenever
we use mobile. [11] Authentication process is basically an
activity done by the system to verify the identity of the
person who is accessing the system. An insecure
authentication can damage your privacy. The main three
types of authentication models are based on “something you
know”, “something you have” and “something you are”.

Authentication based on ‘“something you know”
includes use of username and password, PIN or pattern.
Here, the user has to provide a username and corresponding
password correctly in order to enter into the mobile system.
It is found to be the easiest and cheapest method, but also
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easiest method to beat. The threat of shoulder surfing,
dictionary attack, software cracking, brute force attack exists
in this method. [3] Authentication based on “something you
have” includes use of some object that must be with you any
time you want to be authenticated (eg; Credit card).
Authentication based on “something you are” includes use
of behavioural and physiological characteristics of a person
for authentication. In face recognition, it is difficult to
change the pattern as there is only one pattern for an
individual and also possible by the attacker to fool the
technology by making it believe he/she is the authenticated
user by using high resolution photo of the user. [8] The use
of fingerprints also have problems. According to an article in
CTV news, fingerprint scanning system of apple iphone 5s
have been successfully hacked by German students by using
the fingerprint of the user photographed from the glass
surface and creating a fake finger print that could unlock the
device. [10]. The main drawbacks of first two methods lead
to the behavioural authentication method which are very
much integrated to the normal user’s habits and behaviour
and proves to be very user friendly. This method can
improve security to a higher level giving user an enjoyable
experience while authenticating to their own mobile devices.
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The paper is divided into sections. Section 2
describes various behaviour based authentication methods
for mobile devices. Section 3 concludes the survey.

Il. BEHAVIOUR BASED AUTHENTICATION

The security issues in previous discussed biometric
methods lead to a new area called behavioural biometrics.
Behavioural biometrics deals with not only the physiological
characteristics, but also psychological qualities of a person.
It is based on what people do and how they do it.

Various behavioural biometric verification methods
include keystroke dynamics, gait analysis, voice 1D, mouse
use  characteristics, signature  analysisand  cognitive
biometrics. This feature is found to be unique since it is
based on how people do things and different people have
different behaviour. This type of authentication is considered
as secure since there is no visual input like keyboard and in
that case input is hidden. [7] This method is used for
secure authentication in  financial institutions, businesses,
government facilities and retail point of sale (POS), as well
as in other environments. Various researches have been done
and still going on in this area.

In the research done by Anna Schlenker et al.,
various behavioural methods are discussed: signature
dynamics in which appearance, shape, timing and pressure
applied by user while doing signature is measured. It is
found to be difficult to be replicated by trained human
forger. Voice verification is another method where tone,
pitch and cadence of the voice are considered. Mouse
dynamics is another method where distance, speed and angle
during the mouse movement are measured. Results show
that these methods are less obtrusive, does not require
special hardware and they are easier and cheaper to use. [2]

In paper [4] proposed by Saevanee, H et al.,
behavioural manners of user on a touch screen by detecting
finger pressure and keystroke dynamics is used. Key press
duration and force given by the user while touching on the
screen is used here as authentication factor. Here three
features are used: duration of interval between two keys,
hold time and finger pressure applied while touching on
screen. Results show that this method has high accuracy of
about 90 percentage and this can assure that system is well
protected.

The paper [13] by A. Buchoux et al., based on
keystroke analysis proposes a method that combines
keystroke analysis with another method can improve the
protection. It is a two factor authentication method that
combines secret knowledge like 4 digit pin with keystroke
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analysis. Through utilizing secret-knowledge and keystroke
analysis, it proposed a stronger and more robust mechanism.
A secret-knowledge based technique will be utilized as
usual; however, keystroke analysis will be applied to the
input to provide a second verification. Whilst keystroke
analysis using mobile devices have been proven effective in
experimental studies, these studies have only utilized the
mobile device for capturing samples rather than the more
computationally challenging task of performing the actual
authentication. Given the limited processing capabilities of
mobile devices, this study focuses upon deploying keystroke
analysis to a mobile device utilizing numerous pattern
classifiers.

According to the paper [9] proposed by Markus
Jakobsson et al., mobile users can also be authenticated by
using those actions that they carry out. A score is calculated
based on the actions of the user. It is done by boosting the
score when a common habit of the user is identified and
degrading the score when activity that is not commonly seen
in a user is identified. After a time period, no explicit
authentication like password is needed to authenticate.
Results show that this approach has great potential while
using with devices having rich input.

Another method by Wazir Zada Khan et al.,
suggests a graphical password based system for mobile
devices. This scheme is resistant to shoulder surfing attack
and many other attacks on graphical passwords. In this, user
has to select a username and a textual password. After
selecting one of the objects shown, the user has to draw
those selected objects on a touch sensitive screen using a
stylus. During authentication, the user has to give his
username and textual password and then give his graphical
password. This method proved to be effective, but it is
inconvenient for people who are uneducated and also who
have shivering since it is based on drawing compared to
other methods. [14]

In paper [12] by Ramanujan Kashi, user’s observed
usage of device is compared to an expected pattern of usage.
Observed usage can be any daily activity of a person like
checking mail, contacting a person, following a route.etc. If
any deviation occurs, results in unauthorized access. When
this deviation exceeds a threshold, explicit authentication is
need. This method proves to user friendly compared to other
methods as it is based on their daily activities.

One of the promising factor that can be taken into
account in behavioural biometrics is the habit of a person.
Habit is routine of behaviour that is repeated regularly and
which happens in unconscious layer of mind. Due to this, it
is said that it is very difficult to be reproduced. Incorporating
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such a habit with authentication can enhance security. it will
be unique and user friendly. Habits can be whistling to
music, tapping a rhythm, making some facial expressions or
may be any daily activity that people do.

In paper [7] by JAMIE SETO, the habit that is
taken into study is music. Music is something that gives
pleasure to mind. Everyone would love to hear music even if
they are not a passionate music lover. Tapping rhythm is one
of the most seen habits of many people. So this is utilized
here by using rhythm of music as an authentication factor.
Results show that tapping rhythm on the phone is an
effective method since different person interprets rhythm of
music differently. The user has to tap rhythm on the phone
to authenticate him/her. If the rhythm matches with the one
given during registration, authentication completes.
Compared to methods discussed earlier, this method has
many advantages that make this more promising one.

This method will give user an enjoyable experience
during authentication since it is combined with their habits.
So it will be very user friendly and very difficult to be
reproduced by other person. Unlike biometric method, user
can change the rhythm easily whenever needed. User can set
complex rhythm according to their mind to make attacker’s
job difficult. In traditional method, when credential is
compromised, whole security of mobile is gone from users
hand and attacker can take over the whole control of mobile.
But while using rhythm, even if the rhythm is understood by
the attacker, it is very much difficult for the user to replicate
the tapping motion. Results show that this method is more
safe and easy to use in public places as no visual input is
there and difficult to be followed by any other person. The
chance of shoulder surfing also is less as user can tap at the
back of the phone. Accelerometer is the sensor used to
capture the user’s tapping motion. It measures acceleration,
angle of force when user taps. It has gravity component
problem, but has no accumulated error. While using
accelerometer, actual orientation is not considered and it can
cause error during authentication. Recent research shows
that gyroscope can be used together with accelerometer so
that orientation of the phone also can be taken into
consideration and the gravity component problem can be
solved. Authentication is done through adaptive learning.
Research shows that the best of the learning algorithm that
can be used is Fuzzy ARTMAP which performs fast learning
of events and can provide better results. This method also
enhances security as there is no need of extra hardware and
satisfies use-in motion requirements such that user can use
this while in motion. [7]
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Researches on this have been done by Yimin Chen
et al., in which user has to tap on a touch screen rather than
at corner or back of the phone. [5] Lot of researches on this
area is still going on and there is scope for more extension
by incorporating more habits to the authentication and by
extending this to web authentication.

111.CONCLUSION

The development of technology and user security needs
require more effective ways of authentication that can beat
any attacker. The existing authentication methods proved to
be ineffective in providing sufficient security for mobile
devices. By incorporating behaviour of people into
authentication, various actions of people and how people do
that is considered as the important factor for authentication.
Incorporating user’s habit with authentication can make
authentication process an enjoyable experience for the user
and more user friendly and secure authentication methods
can be evolved.
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