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Abstract

Wireless Sensor Networks (WSNs) are
working in plentiful applications in special
areas together with military, ecology, and
health; for instance, to control of important
information like the human assets position in
a building, as a end result, WSNs need
protection. However, several limitations
such as low capability of calculation, small
memory, incomplete resources of energy,
and the untrustworthy channels employ
communication in using WSNs can effect
difficulty in use of security and protection in
WSNs. It is especially vital to keep WSNs
from malicious attacks in distant situations.
Such networks require security plan due to
different limitations of assets and the major
characteristics of a wireless sensor network
which is a significant test. Also it has
various major security services provided by
a system to give a precise kind of protection
to system assets. It was categorized in to
Access Data

Authentication, control,

Confidentiality, Data Integrity and Non

Repudiation. Amongst these a range of

security services integrity shows some
extraordinary applications. In this lesson, we
will describe integrity, their types, their

process, execution, and uses.
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1.INTRODUCTION

A wireless sensor network (WSN) is also
called a wireless sensor or wireless sensor

advance network (WSAN) and is a

collection of free sensors that screen
physical or steady conditions, such as
temperature, sound, and weight. This

information is transmitted through the

network to a focal area. Current networks
are bi-directional and enable sensor control.

Advanced WSNs have been used for

military  applications as battle zone

affirmation. Such networks are also used in
customer

various mechanical and
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applications for event monitoring, network
status assessment, machine accomplishment
sensing, etc. [1] proposed a secure hash
message authentication code. A secure hash
message authentication code to avoid
certificate revocation list checking is
proposed for vehicular ad hoc networks
(VANETS). The group signature scheme is
widely used in VANETs for secure
communication, the existing systems based
on group signature scheme provides

verification delay in certificate revocation

list checking.
- Wireless sensor network
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Fig 1 Wireless sensor network architecture

A security standard is one of the most
important factors to consider in designing
any information and networking system. The
three primary dimensions of information
security are confidentiality, integrity and
data availability, which are known

collectively as the CIA triad.

Most security attacks on WSNs are similar
to those in wired networks, although WSNs
are more susceptible to attack due to the
deployment of sensor nodes in unprotected
areas. Furthermore, WSNs wused for
transmission in unguided media are more
vulnerable than are those for guided media.
Cryptography is one of the fundamental
techniques to secure data and
communications. [3] discussed because of
various appealing focal points, agreeable
correspondences have been broadly viewed
as one of the promising systems to enhance
throughput and scope execution in remote
interchanges. The hand-off hub (RN)
assumes a key part in helpful interchanges,
and RN determination may considerably
influence the execution pick up in a system

with agreeable media get to control (MAC).

The important factors and some of the
security attacks were highlighted with an
overview of security solutions to establish a
secure infrastructure for WSNs. This began

with the following security requirements:

e Data  Authentication: message
authentication is a critical dimension for
sensor networks. This refers to the ability of
each communication host to verify the

other’s identity.



* Integrity: this focuses on the correctness
of the data to ensure that no changes are

made by adding, altering or deleting

information during the transmission.

* Data Confidentiality: this ensures that
any message is known by the sender and
receiver only. The standard approach for
achieving this requires use of encryption

techniques.

* Availability: this ensures that data is
available at all times or at the time of any
request. Some security attacks such as denial
of service will affect data availability, but
weak network designs and security
mechanisms can also result in unavailability
of data. Protecting availability requires
avoiding a single point of failure in the
design phase for any system, as well as
avoiding computation-heavy algorithms that
3. Comparative Analysis

lead to energy consumption of the sensor

nodes.

In the end, we present a comparison of data

integrity techniques and their performance

in a large network based on parameters.

TABLE1:Summary of the recent research on security goals

approaches
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paper can
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4. CONCLUSION:

Of the security threats, data integrity is
paramount in critical applications such as
military surveillance. Due to the limitations
of sensor nodes, traditional complex
computational security mechanisms are not
deployed in WSNs. Recently, researchers
have developed new, less complex methods

to ensure and improve data integrity using

various cryptographic approaches. Integrity
is regard as the honesty and faithfulness or
correctness of one's actions. It can express
the status of your data—e.g., suitable or
null—or the process of ensure and preserve
the power and correctness of data. Error
checking and validation, for example, If
your company’s data is misused or delete,

and you comprise no way of deliberate how,



when and by whom, it can have a most
important shock on data-driven business
decisions. This is why data integrity is
important. This article is a broad analysis
about troubles of WSNs security, which
examine in recent times by researchers and
an enhanced perceptive of future guidelines

for WSN security.
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