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Abstract: Credit and debit card data theft is one of the earliest forms of cybercrime. Still, it is one of the most common 

nowadays. Attackers often aim at stealing such customer data by targeting the Point of Sale (for short, PoS) system, 

the point at which a retailer first acquires customer data. Modern PoS systems are powerful computers equipped with 

a card reader and running specialized software. Increasingly often, user devices are leveraged as input to the PoS. In 

these scenarios, malware that can steal card data as soon as they are read by the device has flourished. As such, in 

cases where customer and vendor are persistently or intermittently disconnected from the network, no secure on-line 

payment is possible. This paper  describes FRoDO, a secure off-line micro-payment solution that is resilient to PoS 

data breaches. Our solution improves over up to date approaches in terms of flexibility and security. To the best of 

our knowledge, FRoDO is the first solution that can provide secure fully off-line payments while being resilient to all 

currently known PoS breaches. In particular, we detail FRoDO architecture, components, and protocols. Further, a 

thorough analysis of FRoDO functional and security properties is provided, showing its effectiveness and viability. 

 

I. INTRODUCTION 

Network security consists of the provisions and 

policies adopted by a network administrator to prevent 

and monitor unauthorized access, misuse, 

modification, or denial of a computer network and 

network-accessible resources. Network security 

involves the authorization of access to data in a 

network, which is controlled by the network 

administrator. Network security covers a variety of 

computer networks, both public and private, that are 

used in everyday jobs conducting transactions and 

communications among businesses, government 

agencies and individuals. Networks can be private, 

such as within a company, and others which might be 

open to public access. Network security is involved in 

organizations, enterprises, and other types of 

institutions. Web applications also present new 

security and privacy challenges, partly because the un-

trusted Internet has essentially become an integral 

component of such applications for carrying the 

continuous interaction between users and servers. 

II.  SECURITY TERMINOLOGY 

Every industry has its own “language,” the jargon that 

describes concepts and procedures peculiar to the 

field. Computer networking is infamous for the 

“techno talk” and the proliferation of acronyms that 

often mystify outsiders. Specialty areas within an 

industry often have their own brands of jargon, as well, 

and the computer security sub-field is no exception. It 

is not possible to provide a complete glossary of 

security-related terms within the scope of this chapter, 

but in this section, we will define some of the more 

common words and phrases that you may encounter as 

you begin to explore the fascinating world of computer 

security: 

 Attack In the context of computer/network 

security, an attack is an attempt to access 

resources on a computer or a network without 

authorization, or to bypass security measures that 

are in place. 

 Audit To track security-related events, such 

as logging onto the system or network, accessing 

objects, or exercising user/group rights or 

privileges. 

 Availability of data Reliable and timely 

access to data. 

 Breach Successfully defeating security 

measures to gain access to data or resources 

without authorization, or to make data or 
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resources available to unauthorized persons, or to 

delete or alter compute files. 

 Brute force attack Attempt to “crack” 

passwords by sequentially trying all possible 

combinations of characters until the right 

combination works to allow access. 

 Buffer A holding area for data. 

 Buffer overflow A way to crash a system by 

putting more data into a buffer than the buffer is 

able to hold. 

 CIA triad Confidentiality, Integrity, and 

Availability of data. Ensuring the confidentiality, 

integrity, and availability of data and services are 

primary security objectives that are often related 

to each other. See also availability of data, 

confidentiality of data, and integrity of data. 

 Confidentiality of data Ensuring that the 

contents of messages will be kept secret. See also 

integrity of data. 

 Counter measures Steps taken to prevent or 

respond to an attack or malicious code. 

 Cracker A hacker who specializes in 

“cracking” or discovering system passwords to 

gain access to computer systems without 

authorization. See also hacker. 

 Crash Sudden failure of a computer system, 

rendering it unusable. 

 Defense-in-depth The practice of 

implementing multiple layers of security. 

Effective defense-in-depth strategies do not limit 

themselves to focusing on technology, but also 

focus on operations and people. For example, a 

firewall can protect against unauthorized 

intrusion, but training and the implementation of 

well-considered security policies help to ensure 

that the firewall is properly configured. 

 

 

III. EXISTING SYSTEM 

Over the last years, several retail organizations have 

been victims of information security breaches and 

payment data theft targeting consumer payment card 

data and Personally Identifiable Information (PII). 

Although PoS breaches are declining, they still remain 

an extremely lucrative endeavor for criminals. 

Customer data can be used by cybercriminals for 

fraudulent operations, and this led the payment card 

industry security standards council to establish data 

security standards for all those organizations that 

handle credit, debit, and ATM cardholder information. 

Regardless of the structure of the electronic payment 

system, PoS systems always handle critical 

information and, oftentimes, they also require remote 

management.  

IV. PROPOSED & MODIFICATION 

SYSTEM 

Table 1 depicts the most relevant attacks and attacker 

models that have been analyzed in this work. As such, 

it shows both the attacks that can be unleashed against 

the customer device or the 

Transaction protocol, and the attacks aimed at threaten 

customer sensitive data. 

Based on the capabilities and on the amount of devices 

that can be accessed during the attack, a taxonomy of 

the attackers is first introduced as follows: 

Collectorthis is an external attacker able to eavesdrop 

and alter messages being exchanged between the 

customer and the vendor device; Malicious Customer: 

(M. Customer) this is an internal attacker that can 

either physically open the customer device to 

eavesdrop sensitive information or inject malicious 

code Within the customer device in order to alter its 

behavior; Malicious Vendor: (M. Vendor) it is an 

internal attacker that can either eavesdrop information 

from the vendor device or inject malicious code in it 

in order to alter its behavior;  Ubiquitous: this is an 

internal attacker with complete access 

to all the involved devices. In FRoDO no restrictions 

are made on the capabilities oftheattacker that is 

always considered as ubiquitous. 

 

V. FRoDO  Model  
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VI. Sample output 

 
 

 

 
 

 

 

 

 

 

VII. Conclusion 

The introduced FRoDO that is, to the best of our 

knowledge, the first data-breach-resilient fully off-line 

micropayment approach. The security analysis shows 

that FRoDO does not impose trustworthiness 

assumptions. Further, FRoDO is also the first solution 

in the literature where no customer device data attacks 

can be exploited to compromise the system. This has 

been achieved mainly by leveraging a novel erasable 

PUF architecture and a novel protocol design. 

Furthermore, our proposal has been thoroughly 

discussed and compared against the state of the art. 

Our analysis shows that FRoDO is the only proposal 

that enjoys all the properties required to a secure 

micro-payment solution. While also introducing 

flexibility when considering the payment medium 

(types of digital coins). Finally, some open issues have 

been identified that are left as future work. In 

particular, The investigating the possibility to allow 

digital change to be spent over multiple off-line 

transactions while maintaining the same level of 

security and usability. As for all the real-world 

payment schemes based on credit, debit and prepaid 

cards, FRoDO assumes that, in case of bank/coin 

element issuer private key renewal, a time-window is 

adequately. 
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