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Abstract: Digital images are the most important route for exchange data, so the integrety of images are exceptionally
fundamental. Digital images are generally utilized for different applications like therapeutic imaging, reporting, and
advanced crime scene investigation. With the development of image editing tools and computer technology, digital images
can easily forge. Copy-move forgery is one of the frequently used image forgery in digital image forensic field. This paper
presents a new method to detect copy-move forgery is called adaptive over segmentation method. This method adaptively
divided the input copy-move image into non-overlapping and irregular blocks. Using scale invariant feature
transform(SIFT), the feature points are extracted from each blocks. After that, the feature points are matched with one
another using brute force matching method. If any feature points are successfully matched with one another are determined
to be labeled feature points.This step approximately illustrate the suspected forgery regions. To detect more accurate
forgery regions, morphological operations are used. The proposed method is implemented on raspberry pi 3 model b using

the OpenCV-Python platform.

Keywords: Copy-Move image forgery detection (CMFD), Adaptive over-segmentation, Brute-force matching,
Morphological operation, OpenCV-Python, Raspberry Pi 3 model b.

l. INTRODUCTION

In the present advanced world, digital images are the
major source of information. Images can be utilized as a
confirmation for any occasion in the courtroom. The pictures
communicated in any TV news are acknowledged as the
authentication for the honesty of that news. Digital images
are being utilized as a part of numerous applications ranging
from military to medical diagnosis and from art piece to
client photography. Digital image forensics is a rapidly
increasing field of image processing area. The major
problem present in image forensics is determining the
specific image is authentic or not. Copy-move forgery is one
type of image forgery in digital image forensic field. Due to
technology development and availability of low-rate
hardware and software tools, the digital images are very easy
to manipulate without leaving the visible traces of
manipulation and the digital image can be manipulated with
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a wide variety of manipulation methods, for example
scaling, rotation, blurring, filtering, cropping, etc.

“Forgery” is the process of adding, changing or deleting
some important features from the image. The image forgery
is divided into three types namely, copy move, image
splicing, image enhancement. Among this, copy move image
forgery is one of the frequently used techniques. In copy-
move image forgery, the copied part is pasted elsewhere in
the same image to either add or hide objects. The noise,
color and texture property of this type of image do not
change. An example of copy-move forgery is shown in fig.1.

Copy —move forgery detection is divided into two types
namely: block-based methods and key point based methods.
In the existing block-based method, the input host image is
divided into overlapping and regular image blocks. The
forged region can be determined by matching blocks of
image pixels. The commonly used block-based techniques
are DCT, DWT, and SVD. But this existing block-based
method has some disadvantages: 1) when the size of the
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image is large, the computational expense is

increasing.Because the input image is divided into regular
rectangular and over-lapping blocks, 2) the existing block-
based methods cannot address geometrical transformations
of the forgery regions, 3)their recall rate is low.Because the
blocking method is a regular rectangular shape.

/

(a) (b)
Fig. 1. Example of copy-move forgery [11] (a) the forged image with
four missiles and (b) the original image with three missiles.

The existing keypoint based methods detect the forgery
by spotting the high entropy areas, which are called the
“keypoints”. This method is less complex because it has
fewer calculations and faster process. Commonly used key-
point based methods are: Scale Invariant Feature Transform
(SIFT) [5] and Speed up Robust Features (SURF) [7]. The
existing keypoint based forgery detection method can avoid
the first two problems of block-based method. The recall
rate of existing keypoint based methods is very poor.

To solve above-discussed problems, the proposed method
combines both block-based and keypoint based methods. It
enhances the performance of copy-move image detection

Il. BACKGROUND

First DCT based copy move image forgery detection
method (CMFD) is proposed by J. Fridrich et al. [1]. In this
method, DCT applied on all small blocks of image and
quantized DCT coefficient. After this Similar DCT
coefficient block mark as tempered part on the image.
Another DCT based Method is proposed by N. D.Wandji et
al. [2]. Here Feature vector extracted from DCT coefficient
of each block of image and sorted feature using
lexicography. Similar pairs of blocks were marked as
tempered part of the image. This method works efficiently in
case of rotation, scale, blur, and noise.

Khan et al. [3] proposed a DWT based CMFD methods
which methods applied DWT to compress image up to the
fixed level. This fixed level depends on the size of the
image. This process reduces the dimensional of the image.

Muhammad et al. [4] proposed a hew method to detect
the passive copy-move forgery. In their method, they used
dyadic wavelet transform (DyWT) to analyze the data. The
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advantage of this method over the discrete wavelet transform
(DWT) based transformation and there is no reduction of the
wavelet coefficients within the scales. There are two main
sets of information necessary to find the tempered areas in
this method. The first set is to find the similarity between
original and tempered areas. This information can be found
using DyWT at scale one with coefficients of LL1 sub-band.
The second set of information is to estimate noise of the
original areas and tempered areas. It is found using DyWT at
scale one by considering wavelet coefficients of HH1 sub-
band.

S. Bayram et al. [5] proposed a CMFD method based on
FMT (Fourier-Mellin Transform). Counting bloom filter
method is used to improve detecting process of this method.
This method is invariant with rotation (up to 10) and scaling
(up to 10).

H. Huang et al. [6] proposed CMFD methods based on
SIFT key-point descriptors. In this method, key-points
divided into two sets and one set contains one element and
another set contains remain of key-points. After getting two
sets, there is apply BBF (Best-Bin-First) method and save
matching key-points. This process is repeated for all key-
points. This method is also worked well in case of rotation
and scaling transform.

V. T. Manu at al. [7] proposed a CMFD method based on
segmentation and SURF. In this method, simple linear
iterative clustering (SLIC) method is used for image
segmentation and SURF method is used for extract key-
points on the image. After this, each region denoted by the
label based on key-points in that region.The similar region
on the image finds out by the label and matched key-points
within the region.

Christlein et al. [8] carried out a comparison of block-
based and key point-based techniques used in this
connection they have reached the conclusion that block-
based methods enhance the detection performance, while the
key-point based techniques reduce the complexity of
computation. However, the absence of automatic tampering
detection is the main drawbacks of these tow kind of
methods.

In this study, most of the papers are used either existing
block-based or key point based techniques for detecting
copy-move image forgery.To enhance the performance of
copy-move image forgery detection, the proposed method
combines both block-based and keypoint based method.

The rest of this paper is organized as follows. In section
I11 details of the proposed method is described. Section IV
gives the results of the proposed method. Finally, the
conclusion is drawn in Section V.
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111.PROPOSED METHOD

This section describes the proposed copy move image
forgery detection scheme. Fig. 2 show the flowchart of the
proposed copy-move image forgery detection scheme and it
does in four phases.

Input: copy-move image
v

Adaptive over-segmentation

\/
Image blocks (IB)

Block feature extraction using
SIFT

\Z
Block features (BF)

Brute-Force matching

¥

Suspected forgery regions
v

Forgery region extraction
(Morphological operation)

\’

Detected forgery regions

Fig 2: flowchart of the proposed copy-move image forgery detection
scheme.

A. Phase 1: Adaptive over-segmentation

The first phase of the copy-move image forgery detection
scheme is the adaptive over-segmentation method. This
method segment the input copy-move image into non-
overlapping and irregular blocks adaptively is called image
blocks. The simple linear iterative clustering (SLIC)
algorithm is used to segment the input copy-move images
into non-overlapping and irregular superpixels.The initial
size of the superpixels is essential to get an accurate forgery
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region. With help of DWT (discrete wavelet transform)
technique, obtain the initial size of the superpixels.The DWT
techniques analyse the frequency distribution of the input
image.

Generally, DWT decomposes the original image into low
pass (approximation) and a high pass (detail) component. In
the proposed method, 4 levels DWT using Haar wavelet is
used. The detailed component contains three coefficient
namely vertical coefficient (CV), the horizontal coefficient
(CH) and diagonal coefficient (CD). To do this method
following steps are needed:

STEP 1: Apply DWT to the input copy-move image to
obtain the coefficients of the low-frequency and high-
frequency sub-bands using the following equations [10].

E. = IE ca,l )
Eyr = L, EICH 1 + Zlcv | + Zlcp: D.
i=1234 2

STEP 2: Calculate the percentage of the low-frequency
distribution PL F [10].

P i
el o

Epp+Eyr

br

(3)

100

STEP 3: Determine the initial size S [10].
- {vn.uz «M =N, Py = 350%

v0.01=M=+N, Fr = 30%

STEP 4: Apply SLIC segmentation algorithm together
with the calculated initial size S to segment the input
image to obtain the image blocks (IB).

(4)

B. Phase 2 - Block feature extraction

The second phase of the copy-move image forgery
detection is the block feature extraction. In this phase, scale-
invariant feature transform (SIFT) is applied in each block to
extract the SIFT feature points. The output of this phase is
blocked features (BF). SIFT is used to detect and explain the
local features in images. Local features means, it describes
the image patches (keypoints in the images) of an object and
also it represents the texture in an images patch. SIFT
technique only detecting stable feature points in an image.

In copy-move image forgery detection, keypoints
orientation on original and forgery part are equal and same
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structure and feature value (descriptor values) of this key
point are similar on both parts.The main steps of this phase
are,

1. Finds the key points in the image.

2. Draws the small circles on the locations of key points.

3.Then, computes the descriptors from the key points.

C. Phase 3: Brute-force matching

Brute-force matching is one of the simplest feature
matching methods in OpenCV-Python. Before applying
brute-force matching, a number of segments and labeled
values are obtained. After that brute-force matching is
applied. This method takes the descriptor of one feature in
the first segment and is matched with all other features in the
second segment using some distance calculation and the
closest one is returned. If any features are matched with one
another, copy-move forgery takes place in the image.

In the proposed feature matching method, two thresholds
are defined to match the blocks. They are feature point

matching threshold (T'Hg) and block matching

threshold(T R g).Considering, the match is a good match if
the distance from point ‘m’(feature point in the first block) is
less than the 75% of the distance on point ‘n’(feature point
in the second block) and appending that point to good. After
getting good feature point matching, next step is to obtain
the matched blocks by setting block matching threshold.
Then labeling the matched feature points in the matched
blocks. From this step, got suspected forgery regions.

D. Phase 4: Forgery region extraction (Morphological
operation)

In forgery region extraction method, the morphological
close operation is used to detect more accurate forgery
regions. Morphological operations are based on the image
shape. It needs two input: original and structuring element or
kernel. The structuring element decides the nature of the
operation.The morphological close operation is dilation
followed by erosion and it is useful in closing small gaps
inside the foreground objects and keeps the shape of the
region unchanged.

IVV. RESULT AND DISCUSSION

The dataset for the copy-move forgery detection testing
is taken from image communication laboratory [12]. The
dataset contains 220 images of which 110 are tampered and
110 original images. In the dataset, the copied regions are of
classes of living, nature, man-made.
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The proposed method is implemented on Raspberry Pi3
model b using Python Language with OpenCV. Python
version 2.7 and OpenCV version 3 are used. Window 7 is
used as an operating system. OpenCV-Python is a library of
Python bindings designed to solve computer vision problems.
The libraries Numpy, Open cv2, Matplotlib, Pywt are used
for the implementation purpose.

The experimental result of the proposed method is shown
below. Fig.3(a) is the original image and fig.3(b) is the forged
image. Here one car is copied and pasted into another
location in the same image.

(@) ()
Fig.3. (@) Original image, (b) Forged image

In phase 1, the input copy-move color image is converted
into gray scale image. Because DWT only working in
grayscale images. It is shown in Fig. 4.

color image

grayscale

(b)

Fig. 4: (a) Input image-copy-move image (color image), (b) copy-move
image (gray scale image)

Fig. 5 shows the DWT result of the test image. The result
contained four images. They are labeled as LL
(approximation image), LH (horizontal image),HL (vertical
image) and HH (diagonal image). From this step, got the
initial size of the superpixels S= 56
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Fig. 5: DWT result of the test image.

After getting the DWT result, applied the SLIC
segmentation algorithm with a calculated initial size S. The
image was segmented and obtained image blocks. The result
is shown in Fig. 6.

The Fig.7. shows the output of block feature extraction
using SIFT.

Fig.8 (a) is the output of brute-force matching, i.e.
suspected forgery regions and Fig.8 (b) is the output of the
morphological operation. From this step got the accurate
forgery regions.
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(a) (b}
Fig.8: (a) Result of phase 3(suspected forgery regions), (b) Result of
phase 4 ( detected forgery regions)

To get an accurate result, the input image was resized. So
the size of the input image is 480*320 and number of
keypoints present in the image are 1048. The block matching
and feature point matching threshold is 8 and 0.75
respectively.

V1. CONCLUSION

The copy-move forgery detection is a big challenge to
detect. Copy-move image detection based on adaptive over-
segmentation and brute-force matching method is proposed
in this paper. The main advantage of this method is that it
combines block-based and keypoint based methods. So it
enhances the performance of the copy -move image forgery
detection and overcomes the limitations of existing block-
based methods. Experimental result shows that proposed
method is effectively detected the copy-move foregry with
minimum false match. As a future study, this proposed
method can be applied to other types of forgery such as
image splicing, image enhancement and also it is applied in
forged videos and audios.
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