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Abstract: A password is the main player in authenticating user accounts in multiple digital accounts like social media,
banking websites etc., It mainly lets only the creator or user of that particular account to access and utilize the same. But
password based security works on the assumption that only the user knows the password and also anyone who enters the
wrong password is not the user. This might prove difficult in the event that the user picks a password that can be easily
guessed or if the user forgets the password. This paper addresses the various methods to set secure passwords that

overcome the above mentioned issues.
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1. INTRODUCTION

Password Authentication works similar to locks and keys of
the real world in digital platforms. It works on the principle
that the authorised user is the only person with the
knowledge of the password. This might prove to be highly
inefficient since humans are prone to errors or forgetting the
passwords. Long et all., [1] describes humans as the weakest
link in most human-computer interactions. But this may not
only factor affecting generic password authentication
systems. Due to various technological advancements there
are various new attacks that work on predicting the password
or hack into the account protected by the password,
fortunately a number of new techniques have emerged to
counter these attacks. Also, when it comes to users
forgetting their passwords, there are several secondary
authentication methods that help the user regain access of
the account. But these methods also become a liability if
someone pretends to be the actual user who has forgotten the
password. These secondary authentication methods highly
rely on data that the user may easily recall and is only
known by the user, it assumes the user has not made this
information public knowledge which might not be true, for
example the user may have posted on social media
platforms, the name of his first pet. This data is accessible to
any of his friends and can be misused. Lately, many methods
have been proposed to overcome this issue.
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This paper discusses the various password attacks in
subdivision II, a survey on security measures to counter
password attack’ in subdivision III and secondary
authentication methods and their drawbacks in subdivision
IVv.

II. TYPES OF PASSWORD ATTACKS

A. Brute force attack

It is a method which uses a trial and error approach to find
the password of an account.[11] Since the possibilities are
endless even for an eight-character password, automated
software’s which try out all possible combinations are used

B. Shoulder surfing.

It is basically looking over a user’s shoulder while they enter
the password. This attack can be performed in both short and
long range by using a pair of binoculars or a hidden camera
and secret microphones. Using technology makes shoulder
surfing much easier for the attackers to perform long range
shoulder surfing.[12]

C. Dictionary Attack

Similar to brute force attack, this method tries to crack the
password by using all the strings or words from a possible
topic. The strings can be derived from available databases
according to topic like sports database, music database etc.,
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This method works on the assumption that the user selects a
short text based password.

D. Hybrid Password Guessing Attack

A hybrid attack is a blend to both dictionary and brute force
attack. This means that while dictionary attack would
include a word list of passwords, the brute force attack
would apply to each possible password in that list[8].

E. Password Resetting

This is a method that involves direct interaction between the
attacker and the user[10]. The attacker creates a service that
the user is persuaded to sign up. The details collected in this
process is used by the attacker pretending to be the user who
has forgotten the password, in the “forgot password”
secondary authentication method to access the account[15].

F. Password Cracking

This is a process that utilises the data stored in and
transmitted by the computer system.[14] These data can be
obtained from the systems communication network, system
cache, etc.,[16]

G. Rainbow Tables.

Hashed passwords are difficult to crack than plaintext
passwords. Here rainbow tables are required to crack
passwords.[17] A hash function maps plain text to hashes.
the reduction function maps hashes to plain text. Hashes and
reduction functions are one way functions. A Rainbow table
is a precomputed table for reversing cryptographic hash
functions.[19] The chains which makes up rainbow tables
are chains of one-way hash and reduction function starting at
a certain plaintext and ending at a certain hash[18]

H. Phishing

It is a method that deceives the user into believing the
malicious website as a trustworthy source. It works by email
spoofing or instant messages and it often directs the user to
enter personal information at a fake website which looks just
like the original site with only a difference in the URL of the
website.[20]

III. LITERATURE SURVEY

Text based passwords have been the primarily used
authentication method for many years now. It is solely based
on the text or alphanumeric passkey set by the user itself.

This method has been lacking in providing secure
authentication due to being very prone to multiple attacks
even after evolving from just text passwords to case
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sensitive alphanumeric passwords which are marginally
difficult than the previous versions.

Gaze based password authentication [] was proposed to
prevent shoulder surfing[1]. In this method a user enters
sensitive input (password, PIN, etc.) by selecting from an
on-screen keyboard using only the orientation of their pupils.

CaRP[] as a graphical password paper proposed various
protection schemes to combat diverse security attacks[2].
The strategies implemented leveraged the use of cryptology
primitives that reduced the bottlenecks of traditional
systems. The proposed authentication process involves
graphical password scheme that solved different types of
attacks both relay and dictionary to a great extent.[1]

In the present scenario, information systems are subject to
password stealing and use attacks[4]. Therefore, this paper
proposed a secure password authentication technique to
overcome such challenges on a regular basis[3]. The new
technique authenticated the user handling the system through
one-time password generated randomly and communicated
to the user via electronic communication system or email
service[5].

Text based passwords have been traditionally used as an
authentication technique but unfortunately it is associated
with various usability and security issues. Parallel to that,
tokens and  biometric systems also had some
bottlenecks.[6]Therefore, to counteract such techniques, a
new method called graphical passwords — Zero Knowledge
Based and Genuine Knowledge Based was proposed to
minimize the security attacks.[7]

TABLEI
COMPARISON OF MAJOR PASSWORD AUTHENTICATION TECHNIQUES
Technique | Operation Possible
Used method attacks
Text based Type in user Dictionary
password attack, brute
force search,
guess,
spyware,
shoulder
surfing.
Perrig and Pick several Brute force
Song [2] pictures out of search, guess,
many choices. shouldersurfin
Takes longerto | g
create than text
password
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Sobrado and | Click within an | Brute force
Birget [3] area bounded by | search, guess
pre-registered
picture objects,
can be very fast
Man, et Type in the Brute force
al.[4] code of search,
Hong, et preregistered spyware
al.[5] picture objects;
can be very fast
Passface [6] | Recognize and Dictionary
pick the attack, brute
preregistered force search,
pictures; takes guess,
longer than text- | shoulder
based password | surfing
IV.CONCLUSION

We have analyzed the available security measures used in
the way of protecting user’s information. The analysis
included many methods studies such as perring song,
sobrado and birget, Man, et al hong, et al, Passface and the
possible deficiencies in the method. From, these findings we
conclude that the methods used individually may be
vulnerable to various attacks, so we propose the usage of
multiple combine methods such that each method, cancels
the deficiencies of the other methods, for improving security
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