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Abstract: In today’s era, the mobile device is considered as paramount for one and all.  Reliability is the main concerns 

else it can be way off the beam.  To secure the content in our device we proposed a continuous and implicit authentication 

method in this paper by collaborating some devices (such as sensors- accelerometer) with K-means clustering technique 

using Weka 3.6.9. We   trained our device by considering different parameters as well as different age groups. After 

evaluating we achieve promising results on most of the cases. If the individual is intruder then phone doesn’t permit to 

access our device and gets locked. 
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I. INTRODUCTION 

    Smart phone have evolved rapidly from pure voice 

communication devices to a general purpose mobile 

computers. Security of mobile devices is becoming more 

crucial over time as these devices accumulate a lot of 

sensitive data about their users, such as emails, pictures, 

communication data, etc. Typically password stills the most 

common authentication mechanism. There are many more 

methods which are available for security purpose such as 

Finger print recognition, pattern on screen or face 

recognition [1].  

     We purpose an authentication method for smart-phones 

taking advantage of Gait analysis. Gait is a person’s manner 

of walking for a long time, detecting changing in walking 

can help to identify disease in early stages. Another 

advantage of gait analysis is that it work in the biometric 

manner similar to those of finger print and face recognition 

with added advantage it is not likely to be forgotten or stolen 

like a password. Gait analysis could be used in different 

types as for verification or identification. In verification, it 

will identify the user by comparing the captured data with 

the new data .In identification it will identify user among a 

group of users [2].  Here we will focus on the identification 

of the user. 

 All the readings will be fetching by the accelerometer 

which read X, Y, Z coordinates of the user such that the user 

body will be aligned with the accelerometer axes. Reading 

for each and every user will be different in case of 

accelerometer. For identification, we will use the Weka tool 

which will work on the back-end , Weka  is used for the  

classification of large data set by implementing different 

types of algorithm here we will focus on Simple K-Means 

Algorithm which will differentiate  the trusted user with un-

trusted user by making different centroid of the data set.   

The objective of our research in this area is to enhance 

the ability of android as much as IOS.  

      The rest of this paper is organized as follows: Section 2 

discuss techniques we were used. Section 3 comprises the 

ways of collecting data. Section 4 presents framework of our 

work. Section 5 shows the implementation part. Section 6 

concludes this paper.   

II. RELATED WORK 

    To do Gait Analysis using mobile device, we used some 

techniques i.e. Sensor based Gait-Recognition, Physics 

Toolbox Accelerometer, Weka 3.6.9 & K-means clustering. 

We elaborate all these as follow: 

A.  Sensor based Gait-Recognition 

     Biometric systems operate by receiving biometric data 

from user, bring out feature set from the acquired data, and 

comparing this feature set against the enlisted set in a 

database. An enrolment sample of individual is trained 

previously and stored in the backend. To verify the identity 

of user the comparison between trained and testing samples 

has done [3].  

      We did our work on Sensor-based gait recognition and 

utilized acceleration of the movement of device for 

authentication. As our device moves, there X,Y,Z 
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coordinates vary and these were stored in CSV file which 

must be different from person to person . 

B. Physics Toolbox Accelerometer 

       An accelerometer is equipment that computes proper 

acceleration. This accelerometer sensor app measures and 

displays a graph of G-Force vs. Time (s) and Acceleration 

(m/s/s) vs. Time (s) in x, y, and/or z dimensions, as well as 

total magnitude [4]. 

The net magnitude of acceleration or G-Force data can be 

recorded and exported in an e-mail or through Google Drive 

as a .csv attachment using a comma or a semicolon as a 

delimiter. 

 
Fig. 1.Accelerometer 

C. Weka 

       Weka is a ratite bird found only on the islands of New 

Zealand. The tool named Weka is a Troupe of machine 

learning algorithms for data mining tasks. It is open source 

software issued under the GNU General Public License.  

There are two ways to apply the algorithm that is it can be 

applied directly to a dataset or called from their own Java 

code. It contains tools for some specific tasks such as data 

pre-processing, classification, clustering, association rules, 

visualization etc.  It is well-pertinent tool for developing 

new machine learning schemes [5]. 

 Here we use 3.6.9 version of weka as it is stable one. 

D. K-Means clustering 

      K-Means is unsupervised learning algorithms which 

efficiently solve the well-known clustering problem. 

The procedure follows a simple and easy way to classify a 

given data set through a certain number of clusters. The 

basic idea is to define k centers, for each k cluster. These 

centers should be placed in appropriate way because 

different location of centers shows different result. So, place 

each center as far as possible. After that each data points are 

associated with nearest data centers. This step is completed 

after all points are associated. At that point we need to re-

evaluate k new centroids [6]. 

After we have these k new centroids, clustering is done 

again that is creation of new binding among data points and 

data center. This whole process is done till the position of 

data centers remains same as that of previous one. The 

motive of this K-means clustering is to minimize the 

objective function. 

                      𝐽(𝑉) = ∑ ∑(||𝑥𝑖 − 𝑣𝑗||)
2

𝑛𝐶𝑖

𝑗=1

𝑐

𝑖=1

                    (1) 

 

Where, ‘||xi - vj||’ is the Euclidean distance between xi and vj. 

‘ci’ is the number of data points in ith cluster.  

‘c’ is the number of cluster centers. 

III. DATA COLLECTION 

    Data used in this paper is collected using a standard 

mobile phone which contains the accelerometer. The mobile 

uses an android platform and the output of data are stored in 

CSV file. We extract some particular features of the persons 

using our device.  

     Each time we extract features by assuming the mobile 

device accelerometer must be active in the person hand. 

These are: 

a) Normal walk: Record when the person moves normally. 

b) Fast walk: Record when the person moves fastly. 

c) Running:  Record when they run. 

d) Jogging: Record when they jogg. 

e) Stairs up-down normally: Record when they go up-stairs 

normally. 

d)  Stairs up-down fastly:   Record when they go rapidly on 

up-stairs. 

IV. ARCHITECTURE 

    In this section we provide description about our proposed 

work. Firstly, Mobile will take the reading of all the trusted 

user on multiple features (Such as Normal walk, Fast walk, 

jogging, Normal Stairs walk, Fast Stairs walk) via 

accelerometer which is pre available in the device that 

means training the data, later all the readings will be stored 
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in the native database and accordingly take reading on the 

predefined time interval. 

 
Fig. 2.Proposed framework 

All the trusted user readings and the new readings will 

move to the testing phase through mail and the testing done 

on the data set by applying Simple K- Means on the Weka 

tool which will classify that the new generated reading 

matches with any of the trusted user reading or not and will 

generate some result on that and transfer that result to the 

mobile device if the decision is positive then mobile remain 

unlock [9] but if decision comes out to be negative than 

Mobile get locked. The whole step by step methodology is 

shown in figure 10. 

V. IMPLEMENTATION 

       Here, we elaborate the way to conclude the person who 

is using our phone. Firstly, by using our accelerometer we 

measure the X, Y, Z coordinates of all the features we 

extract of the person and got the CSV file as an output. Then 

we combine the readings(X, Y, Z coordinate) of all the 

features. We got the 6 CSV files each of different features. 

Then those CSV files run on Weka and got the different 

clusters that are equal to the no. of training set. When new 

one picks that mobile device, we send their readings to our 
system via mail and match their cluster to the other ones via 

Weka. If the two clusters overlap to each other than that new 

one is the existing one in the training set and also identifies 

the person as each person got the different color. If no two 

cluster overlap, then we send the signal to our device and its 

get lock so no new person can access our device without our 

permission [11].  

 

A.  Evaluation  

To evaluate the performance of our proposed model we 

have to train the set firstly and the testing is done. 

1)  Training phase 

      We consider all 6 parameters and forms clusters using 

Weka. To differentiate the coordinates of each person we 

assign different color to everyone as shown in figure 3-8. 

The coordinates are colour of each individual according to 

their way of movement and form a group called cluster. 

Here, we consider 11 different users and stores their data in 

our devices in all parameters form. , we assign ‘Y’ 

parameter of persons to X axis and ‘Z’ parameter to ‘Y-axis.  

 

 
Fig.3.Normal walk clusters 

 
Fig.4.Fast walk clusters 

 
Fig.5.Clusters for running 
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2) Testing phase: 

      In this phase, we test that user who picked our device is 

authenticated or not.  For this purpose we consider one 

person L moves and our acclerometer save his/her X,Y,Z 

coordinates. If he/her is the one whose reading is save in our 

testing set then their cluster must overlap to each other else 

not. So we observe both the cases. 

Fig. 6.Clusters of jogging 

 
Fig. 7.Stairs-normal clusters 

 
Fig. 8.Stairs-fast clusters 

Case 1: When the device is on the existing ones user(trained 

user). If the user is same that is authorized then the YES 

signal is passed through Weka and the device remains 

unlocked. In figure 9, person L now overlap with person K 

i.e black and green color overlap with each other at so many 

coordinates so we conclude they both are same. 

 

 
Fig. 9.Fast walks testing 

 

 
Fig. 10.Intended flow chart 

In figure 11, person L now overlap with person K i.e brown 

and blue color overlap with each other at so many 

coordinates so we conclude they both are same.  
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Fig. 11.Normal walks testing 

In figure 12, person L now overlap with person D 

i.e sky blue and red color overlap with each other at so many 

coordinates so we conclude they both are same. So, we 

eaisly conclude the user identification. 

 

 
Fig. 12.Stairs-normally testing 

 

Case 2: When the device is on the new user (non trained 

user). If the new user pick device their coordinates are not 

matched with trained data. Then by using Weka we send NO 

signal to device which results the lock on screen and our 

device become safe. In figure 13-15, there is no overlap 

between anyone. So the person m is non- authorized. 

 

 
Fig. 13.Run testing 

VI. CONCLUSION 

This study presented a new method to prevent our 

personal device from others.  The proposed method of 

guarding our device from intruder is beneficial because only 

the authenticated used can access the phone and if non- 

authorized individual try to access the content then our 

device gets locked as their pattern is not stored in database 

(trained set). We applied our method on more  

 
Fig 14.Fast-Stairs testing 

 

 
Fig.15. Normal-stairs testing 

 

than 20 individuals and also on different age groups. This is 

not the end of work. We further try to apply this technique 

on big data as well as using cloud storage for decision 

making. 
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