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Abstract :Wireless sensor networks (WSN) are spatially distributed autonomous sensors that
monitor physical and environmental conditions.An WSN incorporates a gateway that
provides wireless connectivity to the distributed nodes. An energy —efficient location-aware
clone detection protocol is being proposed thus it support clone detection with efficient
network lifetime. The location information of the sensors are being exploited and witnesses
are being selected randomly, this verifies the legitimacy. Hence the clone attacks can be
reported. For an successful clone detection, selecting the witness and verifying the legitimacy
are most required.The sensors are placed in a ring structure so that data forwarding is energy
efficient near the path of the sink. In existing protocols, the buffer storage and node density
are dependent on each other but considering the proposed the buffer storage is independent.
The traffic load is being distributed along the network so that the network lifetime will be
efficient.
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LINTRODUCTION clone attacks has become a very common
issues. Hence detection of clone is

Wireless sensors are being used in : .
essensial for wireless networks.

variety of applications in this digital world.
But sensors are not properly maintained
and this leads to different attacks for
sensor nodes. Sometimes the sensor nodes

The initial process for the clone
detection is to select a set of nodes known
as witnesses. By witnesses selection the

are being duplicated which are meant as
clones. The same data from the original
sensor is present in the clone. So that the
sensors can easily interfere in the network
operation and gain their needs. Since the
sensor duplication process is so cheap the

legitimacy of the nodes can be certified.
The secrecy information can be shared
with the witnesses selection process. The
data transmission process can be made
possible with many steps. The first is to
send request for the witnesses so that the
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legitimacy can be verified. If so it is not
verified, the witnesses reports the
attacks.For the clone detection process to
be completely fulfilled two process have to
be carried out. They are (a) random
selection of the witnesses; (b) The
verification messages have to be send to
atleast one of the witnesses. The first
process destructs the communication
between the witnesses and the node at
present. Hence duplicate verification
messages can be avoided. The second
process is for the authentication purpose.
By this the clone detection probability can
be established.

For an efficient clone detection
process, not only security by network
lifetime also plays a vital role. The energy
consumption and memory storage is also
considered for a proper clone detection
process. The clone detection protocol can
also be used in multihop wireless sensor
networks where there is a occurrence of
more attacks. To achieve a high clone
detection, a energy-efficient ring based
clone detection is being proposed that also
ensures network lifetime and selecting
witnesses. The process is divided in to two
stages; (a) selecting witnesses; (b)
verifying legitimacy. In the first stage, the
private information are send from the
soarce node to the witnesses that are
selected randomly by the mapping
function.

ISSN 2394-3777 (Print)
ISSN 2394-3785 (Online)
Available online at www.ijartet.com

YW International Journal of Advanced Research Trends in Engineering and Technology (IJARTET)

II. RELATED WORKS

In this section a review of different
clone detection techniques and
performance  parameter are  being
described.

The survey of clone detection
describes that it can be categorised in to
two. They are centralised and distributed
clone detection protocols. In the
centralised clone detection process the sink
or the witnesses mainly focusses on the
centre of the region for the storage of the
private information. For the centralised
clone detection protocol, they have low
overhead and complexity problems. The
privacy could not beguaranteed in
centralised clone detection process.The
network lifetime may also be decreased
due to lot of energy consumption.

In distributed clone detection
protocol, it prevents the transmission
between the sink and the sensors. The
selection of witnesses can be categorised
into three types. They are selection by
deterministic, selection by random,
selection by semi-random.

We can achieve a high clone
detection probability with low
communication overhead when we make
use of deterministic selection. The buffer
requirement is also very low that does not
considers network scale and node density.
The mapping function can be easily
obtained by the deterministic property. The
deterministic and random in combination
increases the network security.
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In random clone detection protocol,
it is difficult to acquire information of
witnesses because they are generated
randomly. However they also have a
drawback that it is difficult for the soarce
node to reach the witnesses. The most
important is to guarantee clone detection
with minimum energy consumption and
required buffer storage.

Both of the phases may lead to
high overhead and time complexity.The
energy consumption and the buffer storage
is low in case of random and high for
deterministic selection.In this paper both
random and deterministic are made use as
a distributed system that considers better
network lifetime and data buffer capacity.

III . PROPOSED SCHEME

The main aim of the thesis is to
reduce the probability of the clone in the
networks. This process consists of a
central base station (BS) with large
number of wireless sensor networks
around it. The whole process of system
coordination is left to the sink nodes.
Based of sink location, the networks are
virtually changed into adjacent rings.The
network is designed in such a way that (A)
the sensor nodes are present in the
neighbour nodes of each nodes; (B) There
are sufficient sensors to construct a routing
path along the ring. The extension can be
made through orthogonal frequency-
division multiple access (OFDMA) for
communication with the sensor nodes. The
transmission of data between the sink
nodes and the data sensors are possible by
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the multi-hop paths. Buffer storage should
be sufficient for storing the private
information. If so the memory is full the
old data will be dropped out so that it
accepts the new data.

Figure 1 Overview of Clone
Detection

Figure 1 portrays the single base
station with numerous amount of sensors
around it. The first adjacent circle
describes about the clone detection
process. The second adjacent circle
describes about the transmission of data by
the shortest path.

3.1 METHODOLOGY

To achieve a high clone detection
with good network lifetime and limited
buffer storage, a distributed clone
detection protocol namely ERCD is being
used. The ERCD initiates by the breadth-
first search that is the sink node to initiate
the ring index. For each an every
transmission of data the ERCD protocol is
run. In selecting the witnesses the mapping
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function is selected from the ring index.
The mapping function cannot be selected
from the area around the sink node. Next
the node sends a private information to the
node of witness ring then the information
is forwarded as along the witness ring so
that it forms a ring structure for easy
communication between the nodes. For
verification of the legitimate, a verification
message from the soarce is forwarded to
the witnesses ring. The above process is
repeated till the number of rings being
present around the base station. The
intimation will be made as a message
when they are close to the witness ring
called as three-ring broadcast. The three-
ring broadcast serves for three purpose.
The first is the probability of clone
detection that whether the witness are
trustful. Secondly, to check whether there
present a clone attack by ERCD. Finally
mechanism by ERCD
protocol. If so the clone detection is not
possible due to clone attack, the new route
is being selected to forward the messages
to the witness header.

the recover
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Figure 2 Block Diagram of Witnesses
and Legitimacy

The Figure 2 portrays the steps regarding
the model, clone detection, lifetime of
network and storage.

i)Clone Detection Probability

The clone detection probability id
generally referred to as the witnesses that
can successfully receive the messages
from the source node. Thus by ERCD
protocol it implies the probability that the
verification messages are transmitted from
the source to the witnesses. The
verification messages are being telecasted
when they are near the ring of witness such
that it guarantee security for the network.
By this process we can be satisfied that
atleast one of the node will get the
verification message. To make it a simple,
the transmission of every sensors are same.
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Figure 3 Performmance of Various
Clone Detection Protocol

The Figure 3 gives a comparison
of various clone detection protocol being
employed in the network. The ERCD gives
a better performance than Randomized
Efficient and Distributed Protocol(RED)
and Line Select Multicast Protocol (LSM)

ii) Energy usage and lifetime of network

The wireless sensor networks are
basically being energised with  the
batteries. So it is hectic to evaluate the
energy being consumed and to conform
that the network operations are not being
broken down by the node outage.
Therefore the network lifetime is being
defined as the stage from the starting of
network operation till the node outage.
This network lifetime evaluate the
performance of the protocol. The
transmission power is alone being
considered since the reception power
consumption takes only very little energy.
The whole setup is being operated in a ring
structure, the sensors also performs their
task as a ring structure. If there a
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possibility of traffic load in the same ring,
the process is carried out as a different ring
structure. The rings are arranged in the
order from the smaller to the Ilarger.
Initially the traffic load is being analysed
so that the energy consumption and
network lifetime can be extracted from it.

The network lifetime outperforms
other protocols. The packets are being
successfully distributed amoung the
network except the non-witness area. The
protocol is independent of the node degree
average. This conforms that the network
lifetime doesnotaffect the node density.
Like the same way the maximum energy
consumption will not affect the average
node density.

iii) Capability of Data Buffer

Basically sensors are smaller in
size and with low capacity of data and
battery backup. The data buffer capacity of
the sensors are being evaluated for the
performance of the ERCD protocol.
Basically the sensor nodes that are near the
sink node are heavier in traffic than that
they are away from it. This will deplete the
energy very fast. But in ERCD the traffic
is being distributed along the network
hence the energy is being balanced. By this
a best network lifetime is achieved.

IV RESULTS AND DISCUSSION

Basically the network consists of many
clones that resembles to be the original.
Fig 1 indicates the number of nodes that
are alive on the network. So that the
processing can be easily be discovered.
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Figure 1 Clone Detection
between the Client Server

The above figure shows the nodes
which are available to the main
server

Figure 2 The details regarding the

server is being displayed. The IP

address, energy and memory are

the different parameters beiﬁg‘ s

displayed. Since the legitimacy is

being verified, the clone is easily

being verified.
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Figure 2 Seperation of Clone from the
Original node

The clone is being identified from the list
of nodes.

Figure 3 The efficient working of
the netwofk_.-_ t_étally depends upon the
memory and energy that are being used up
by the network. The energy used up by

- each of _the'nétwork are listed separately.

Figure 3 Energy and Memory Usage of
Client
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The above figure shows the energy
and memory level being used up by the
nodes.

_JSwerm[ Cliong Search ] ServerDaratls | Comparison |

014358 Last Seen

0Z35.10 Last Seen

20907 Last Seen
20907 Lasl Seen
DEO8GT Last Seen
085224 Last Seen
023328 Last Sean
DZZ504 Last Boan
014337 Last Seen
05:22°53 Last Seen

Figure 4 Server Monitoring

The above figure shows the control
of the Server towards the Client. Hence the
details of all the client is visible through
the server login which is kept as private.

| (3 MainPage =

DETECTION OF CLONE BETWEEN CLIENT SERVER
N
SECURED SHORTEST PATH
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Figure 5 Server Login
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V. CONCLUSION

This paper introduces the new
methodology for the detection of clone
between the client and the server. The
developed scheme totally relies on the
ERCD algorithm. This algorithm helps in
saving the energy used up by the nodes
and also the efficiency of the nodes. Hence
this paper supports green computing which
is more important for the current
environmental situation. The past survey
has concentrated only upon the clone
detection process but this algorithm helps
for detecting the clone with minimum
energy utilization and also for efficiency
purpose. The future work is about to send
and receive information with out viral in a
secured way. We have proposed the ERCD
protocol, which includes the witness
selection and legitimacy verification
stages. In the future work, the data can be
send to the client in a shortest path. Hence
this process saves time too. The traffic
load is also maintained amoung the
network since the load is not put upon the
single node. The load is being shared
amoung all the nodes.
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