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the server. After receiving the client request, the

ABSTRACT: In this paper, software puzzle scheme is

server responds with a puzzle challenge. If the client

proposed for defeating GPU-inflated DoS attack. It
adopts software protection technologies to ensure
challenge data confidentiality and code security. A
puzzle algorithm in the present software puzzle scheme
is randomly generated only after a client request is

is genuine, she will find the puzzle solution by
directly on the host CPU and send the response to the
server. On this type of puzzle the number of moves

received at the server side and the algorithm is

are very important, if the number of moves are less

generated In the present software puzzle, the server has

puzzle can be solved easily ,if the number of moves

to spend time in constructing the puzzle. In other words,

are more, then its hard to solve and it is high secure.

the present puzzle is generated at the server side. An

Secure key establishment between two parties can be

open problem is how to construct the client-side software

addressed when public key infrastructure (PKI) or an

puzzle so as to save the server time for better defense

online trusted third party (TTP) is available. A

performance.

I.

software puzzle consists of instruction, and each

INTRODUCTION

instruction has a form. It will be delivered to the client

DoS and DDoS are effective if attackers spend much

who requests for services over an insecure channel

less resources than the victim server or are much more

such as Internet, and run at the client’s side.

powerful than normal users. In this case, conventional

Extracting a shared sequence of bits by

cryptographic tools do not enhance the availability of

observing the same physical phenomenon has been

the services; in fact, they may degrade service quality

addressed in several papers. Received signal power

due to expensive cryptographic operations. In the

can be used to extract shared secrets between two

puzzle-solving and verification steps, the client

peers. Multipath fading may introduce asymmetries

returns a puzzle response, and if the server confirms,

on the received power but they proposed a few

the client is able to obtain the service from the server.

algorithms to recover the errors and eventually agree

In this hash-reversal puzzle

scheme, a client has to

on a shared secret key. The accelerometer is used to

spend a certain amount of time in solving the puzzle,

verify if the two peers are carried by the same user.

and the server has to spend time in generating the

This algorithm involves to put the peers together

puzzle and verifying the puzzle solution. When a

shake them collecting values from the accelerometer,

client wants to obtain a service, she sends a request to

and finally, make a key agreement on the collected
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values. DoS and DDoS are effective if attackers spend

will be delivered to the client who requests for

much less resources than the victim server or are

services over an insecure channel such as Internet, and

much more powerful than normal users .Each packet

run at the client’s side. When a software puzzle is

carries only one bit of the secret key and the packet

built upon a data puzzle, the number of

source field is hidden; in this way, the adversary
knows the value of the secret bit but she does not
know the sender of that bit.
The seriousness of the DoS/DDoS problem and their
increased frequency has led to the advent of numerous
defense mechanisms. Unlike the existing client puzzle
schemes which publish a puzzle function in advance,
the software puzzle scheme dynamically generates the
puzzle function in the form of a software core upon
receiving a client’s request. After receiving the

software puzzles is required to be very large such hat
an attacker is unable to re-construct the software
puzzles in advance and re-use them. Indeed, this
requirement can be easily satisfied. For each time the
puzzle vary from existing steps. The instructions are
given by the sender of the file.
Figure1: puzzle generation

software puzzle sent from the server, a client tries to
solve the software puzzle on the host CPU, and replies
to the server, as the conventional client puzzle scheme
does. However, a malicious client may attempt to
offload the puzzle-solving task. In this case, the
malicious client has to translate the CPU software
puzzle into its functionally equivalent GPU version
because totally different instruction sets designed for
different applications. Note that this translation cannot
be done in advance since the software puzzle is
formed

dynamically

and

randomly.

B: COUNTER MEASURE

As

rewriting/translating a software puzzle is timeconsuming, which may take even more time than
solving the puzzle on the host CPU directly; software
puzzle threats the GPU-inflated DoS attacks.

In this module, the bits are send by divided
into different time slots and in each can perform one
transmission. The users will try to send this bit to the
other party via a single message based on the
randomizing the source and the receiver address of the

II.

STUDY METHODOLOGY

exchanged packets. Further, to make the slot
contention fair, at the beginning of each slot each peer

A: DATA PUZZLE

waits for a random time before trying to send its bit.
Once a software puzzle is created at the server side

Hence, that bit will be stored by both the peers and

and check once before the puzzle was conformed, it

will constitute the established one secret bit. If the
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sender would have been A, the bit would have been
complemented and later stored. For the adversary it is
difficult to guess how the exchanged bit will be stored
by both the peers. Indeed, the value corresponding to
the

bit

has

been

stored

as

transmitted

(or

complemented) uniquely depending on the ID of the
sender

Figure 2: encryption of text
Figure 4: unauthorized user try to gain file

C: ACCESS PRIORITY
All the client puzzle schemes assume that
there is no secure channel between the client and the
server until puzzle verification completion. Otherwise,

D: MINIMIZE TRANSMISSION POWER
Our

protocol

introduces

just

a

small

the client puzzle scheme is redundant. Thus, an

transmission overhead when compared against other

attacker can intercept all the traffic between the client

key-establishment solutions. Hence, our proposal is

and the server, and start man-in-the-middle attack so

also an ideal candidate for those devices where

sending malicious software puzzles to the client

computing capabilities are not a constraint, but energy

browser so as to launch attacks to the clients.

consumption

However, an access policy should be defined so as to

communicating peers are able to estimate the

enable the software puzzle to call some special class

minimum transmission power which allows them to

generation functions. Hence, the attacker may have

communicate each other’s. Each node chooses a

extra right to create new classes to make troubles to

random power level to transmit the secret bit. The

the clients. After the client successfully solved the

transmission power is chosen at random in the range,

puzzle the data will be received to the client side.

i.e., each node chooses a random transmission power

Without solved the puzzle client cannot get the

between the

original file

communication) and the maximum

is,

such

minimum

as

smart

phones.

(guaranteeing the

The

peer

Figure 3: hint for authorized user
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III.

PROPOSED METHODOLOGY

IV.
Mitigating

RELATED WORKS

Bandwidth-Exhaustion

Attacks

using

Congestion Puzzles was proposed by Xiao Feng
Wang Michael K. Reiter present congestion puzzles
(CP), a new counter measure to bandwidth-exhaustion
attacks. Like other defenses based on client puzzles,
CP attempts to force attackers to invest vast resources
in order to effectively perform denial of-service
attacks. Christo Ananth et al. [3] discussed about a

Figure:1 Architecture and mechanism

method, End-to-end inference to diagnose and repair
All the client puzzle schemes assume that there is no

the data-forwarding failures, our optimization goal to

secure channel between the client and the server until

minimize the faults at minimum expected cost of

puzzle verification completion. Otherwise, the client

correcting all faulty nodes that cannot properly deliver

puzzle scheme is redundant. Thus, an attacker can

data. First checking the nodes that has the least

intercept all the traffic between the client and the

checking cost does not minimize the expected costin

server, and start man-in-the-middle attack, sending

fault localization. We construct a potential function

malicious software puzzles to the client browser so as

for identifying the candidate nodes, one of which

to launch attacks to the clients. The major threat to the

should be first checked by an optimal strategy. We

security of our proposal is the adversarial distance

proposes efficient inferring approach to the node to be

with respect to the two communicating parties. We

checked in large-scale networks.

can mitigate the adversarial capabilities by tuning the
transmission power of cooperating parties.
DFD for the mechanism:

Defend Dos Attack with Geometric Hashing
Function and Software Puzzle was proposed by
Kiruthika Rengaraj, Matheshwaran Veerappan, DOS
attack can be exhaust the target server’s resources
have become major threat to today’s internet. Even
though client problem represent a promising way to
defend against certain classes of DOS attack, several
questions stand in the way of their use in practice.
Existing software puzzle system issues their puzzle
algorithm already. The attackers can easily solving the
puzzle using puzzle solving software. We proposed a
new client puzzle software algorithm that can choose
puzzle algorithm randomly during the request form
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the client. The attacker cannot show progress since
server chooses the puzzle algorithm randomly.
We

implement

an

efficient
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