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Abstract:-

Mobilenodesinmilitaryenvironmentssuchasa

battlefieldorahostileregionarelikelytosufferfr

omintermittentnetworkconnectivityandfrequ

entpartitions.Disruption-

tolerantnetwork(DTN)technologiesarebecom

ingsuccessfulsolutionsthatallowwirelessdevi

cescarriedbysoldierstocommunicatewitheach

otherandaccesstheconfidentialinformationorc

ommandreliablybyexploitingexternalstorage

nodes.Disruption-

tolerantnetwork(DTN)technologiesarebecom

ingsuccessfulsolutionsthatallownodestocom

municatewitheachotherintheseextremenetwo

rkingenvironments.Typically,whenthereisnoe

nd-to-

endconnectionbetweenasourceandadestinatio

npair,themessagesfromthesourcenode 

mayneedtowaitintheintermediatenodesforasu

bstantialamountoftimeuntil 

theconnectionwouldbeeventuallyestablished.

Theconceptofattribute-

basedencryption(ABE)isapromisingapproach

thatfulfillstherequirementsforsecuredataretrie

valinDTNs.Especially,Ciphertext-

PolicyABE(CP-

ABE)providesascalablewayofencryptingdata

suchthattheencryptordefinestheattributesetth

atthedecryptorneedstopossessinordertodecry

pttheciphertext.Thus,differentusersareallowe

dtodecryptdifferentpiecesofdataperthesecurit

ypolicy. 

INTRODUCTION 

Inmanymilitarynetworkscenarios,connection

sofwirelessdevicescarriedbysoldiersmaybete

mporarilydisconnectedbyjamming,environm

entalfactors,andmobility,especiallywhenthey

operateinhostileenvironments.Disruption-

tolerantnetwork(DTN)technologiesarebecom

ingsuccessfulsolutionsthatallownodestocom

municatewitheachotherintheseextremenetwo

rkingenvironments[1]–

[3].Typically,whenthere is noend-to-

endconnectionbetweenasourceandadestinatio

npair,themessagesfromthesourcenode 

mayneedtowaitintheintermediatenodesforasu

bstantialamountoftimeuntil 

theconnectionwouldbeeventuallyestablished.

RoyandChuah[5]introducedstoragenodesinD

TNswheredataisstoredorreplicatedsuchthaton

lyauthorizedmobilenodescanaccessthenecess

aryinformationquicklyandefficiently.Manym

ilitaryapplicationsrequireincreasedprotection

ofconfidentialdataincludingaccesscontrolmet

hodsthatarecryptographicallyenforced[6],[7].

Inmanycases,itisdesirabletoprovidedifferenti

atedaccessservicessuchthatdataaccesspolicies

aredefinedoveruserattributes or roles, 

whicharemanagedbythekeyauthorities.Forex

ample,inadisruption-

tolerantmilitarynetwork,acommandermaysto

reaconfidentialinformationatastoragenode,wh

ichshouldbeaccessedbymembers 

of“Battalion1”whoareparticipatingin“Region

2.”Inthis 

1322 
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case,itisareasonableassumptionthatmulti

plekey 

authoritiesarelikelytomanagetheirowndynam

icattributesforsoldiersintheirdeployedregions

orechelons,whichcouldbefrequentlychanged(

e.g.,theattributerepresentingcurrentlocationof

movingsoldiers)[4],[8],[9].Werefertothis 

DTNarchitecturewhere 

multipleauthoritiesissueandmanagetheirown

attributekeysindependentlyasadecentralized

DTN[10].Theconceptofattribute-

basedencryption(ABE)[11]–

[14]isapromisingapproachthatfulfillstherequi

rementsforsecuredataretrievalinDTNs.ABEfe

aturesamechanismthatenablesanaccesscontro

loverencrypteddatausingaccesspoliciesandas

cribedattributesamongprivatekeysandciphert

exts.Especially,ciphertext-policyABE(CP-

ABE)providesascalablewayofencryptingdata

suchthattheencryptordefinestheattributesetth

atthedecryptorneedstopossessinordertodecry

pttheciphertext[13].Thus,differentusersareall

owedtodecryptdifferentpiecesofdataper 

thesecuritypolicy. 

 
However,theproblemofapplyingtheABEtoD

TNsintroducesseveralsecurityandprivacychal

lenges.Sincesomeusersmaychangetheirassoci

atedattributesatsomepoint (forexample, 

Movingtheirregion),orsomeprivatekeysmight

becompromised,keyrevocation(orupdate)fore

achattributeisnecessaryinordertomakesystem

ssecure.However,thisissueisevenmoredifficul

t,especiallyinABEsystems,sinceeachattribute

isconceivablysharedbymultipleusers(hencefo

rth,werefertosuchacollectionof 

usersasanattributegroup).This 

impliesthatrevocationofanyattributeoranysin

gleuserinanattributegroupwouldaffecttheothe

rusersinthegroup.Forexample,ifauserjoinsorl

eavesanattributegroup,theassociatedattribute

keyshouldbechangedandredistributedtoallthe

othermembersinthesamegroupforbackwardor

forwardsecrecy.Itmayresultinbottleneckdurin

grekeyingprocedure,orsecuritydegradationdu

etothewindowsofvulnerabilityifthe 

previousattributekeyisnotupdatedimmediatel

y. 

 
Anotherchallengeisthekeyescrowproblem.In

CP-

ABE,ekeyauthoritygeneratesprivatekeysofus

ersbyapplyingtheauthority’smastersecretkeys

tousers’associatedsetofatibutes.Thus,thekeya

uthoritycandecrypteveryciphertextaddressedt

ospecificusersbygeneratingtheirattribute 

keys. 

 
Ifthekeyauthorityiscompromisedbyadversari

eswhendeployedinthehostileenvironments, 

this could 

beapotentialthreattothedataconfidentialityorp

rivacyespeciallywhenthedataishighlysensitiv

e.Thekeyescrowisaninherentproblemevenint

hemultiple-

authoritysystemsaslongaseachkeyauthorityha

sthewholeprivilegetogeneratetheirownattribu

tekeyswiththeirownmastersecrets.Sincesucha

keygenerationmechanismbasedonthesinglem

astersecretisthebasicmethodformostoftheasy

mmetricencryptionsystemssuchastheattribute

-basedoridentity-

basedencryptionprotocols,removingescrowin

singleormultiple-authorityCP-ABEisapivotal 

open problem. 
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Thelastchallengeisthecoordinationofattribute

sissuedfromdifferentauthorities.Whenmultipl

eauthoritiesmanageandissueattributekeystous

ersindependentlywiththeirownmastersecrets,

itisveryhardtodefinefine-

grainedaccesspoliciesoverattributesissuedfro

mdifferentauthorities.Forexample,supposeth

atattributes“role1”and“region1”aremanagedb

y 

theauthorityA,and“role2”and“region2”arema

nagedbytheauthorityB.Then,itisimpossibleto

generateanaccesspolicy((“role1”OR“role2”)

AND(“region1”or“region2”)) 

inthepreviousschemesbecausetheORlogicbet

weenattributesissuedfromdifferentauthorities

cannotbeimplemented.Thisisduetothefactthat

thedifferentauthoritiesgeneratetheirownattrib

utekeysusingtheirownindependentandindivid

ualmastersecretkeys.Therefore,generalaccess

policies,suchas“-out-of-

”logic,cannotbeexpressedintheprevioussche

mes,whichisaverypracticalandcommonlyreq

uiredaccess policy logic. 

 

 
. 

1.1ArchitectureOfSecure 

DataRetrievalIn A Disruption-

TolerantMilitaryNetwork 

RELATED WORK 

Robust Routing in DynamicMANETs 

Avarietyofworkhasconsideredtheuseofdisjoi

ntroutesinadhocnetworks,including.Inadditio

n to the overheadcost 

offindingdisjointpaths,ifanylinkinapathbreak

sthenthepathitselfbreaks.Detectionandrecove

ryfromfailuresisalsoexpensivesinceitcannotb

ecarriedoutlocally.Theseconsiderationshavet

husmotivatedresearchontheuseofnon-

disjointpaths.Thebackuproutingalgorithmofr

einforcesthepathselectedbyAODVbyallowin

gnodesthatoverhearAODVcontrolmessagesto

becomepartoftheroutingsubgraph,tobeusedo

nlywhenlinksontheAODVpathbreak.Propose

s ductroutingin 

mobilepacketradionetworks,wherenodesneig

hbouringtheprimaryroutemaybeused.Specifi

cally,whensendingpacketstotheithhopnodeal

ongtheprimarypath,oneofeithertheithhopnod

eoroneofitsneighbourswillhearthetransmissio

nfirst.Thefirst 

nodethathearsthetransmissionwillforwardthe

packettothe(i+1)sthopnode;theothernodeswil

loverheartheforwardingtransmissionandrefrai

nfromtransmitting.Consideringanunderwater

network,proposesageo-routing 

meshusingonlynodeswithinagivendistancefro

mthevectorfromthesourceorcurrentforwardin

gnodeto thesink. 

Wenotethat(whenallnodesneighbouringthepri

marypathareused)andbuildroutingsubgraphs

whichstructurallycorrespondtowhatwewillde

scribeinSectionIVasa1-

hopbraid.Braidedmultipathsareproposedinto

protectagainstnodefailure.Abraidedmultipath

correspondstoselectingaprimary 
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pathandthenaddinganadditionalpathfore

achnodeiontheprimarypaththatdoesnotuseno

de,possiblyreusingpartsoftheprimarypath.Sp

ecificallyconsideringreliability,arguesforther

eliabilitybenefitsofusingnon-

disjointpathsinwirelessmeshnetworks,showin

ggainsoverdisjointpaths.Considerstheproble

moffindingthemostreliablesubgraphforroutin

g.Duetothe#P-

hardnessofthisproblem,theyproposeamethodt

oapproximatelycomputereliabilityandaroutin

galgorithmthatleveragesknowncontactprobab

ilitiesbetweennodepairstoselectaroutingsubgr

aph.Ideally,foragivensourceanddestination,a

ndspecifiednumberofedgesornodes,wewould

selectthesubgraphthathasmaximum2-

terminalreliabilitywhileusingatmostthespecif

iednumberoflinksornodes.Computingreliabil

ityexactly,however,isgenerally#P-

complete,asissolvingthecorrespondingoptimi

zation problem.Forall-

terminalreliability(theprobabilitythatagraphis

connected),givesarandomizedfullypolynomia

ltimeapproximationscheme.Forveryreliablegr

aphs,showsthatonlysmallcutsarelikelytofaila

ndthatthereareonlyapolynomialnumberofsuc

hcuts,otherwiseMonteCarlosimulationmaybe

used.The 

approachincouldpresumablybeusedtoapproxi

mate2-terminalreliability,althoughthis does 

notefficientlysolvetheoptimizationproblem,n

orlenditselfeasilytotheoreticalcomparisonsoft

hereliabilityofdifferentsubgraphs. 

 
Giventhedifficultyofexactlycomputingreliabi

lity,exceptforrelativelysimplenetworks,we   

alsouse   Monte   Carlo 

simulationtoestimatereliability.Inadiscrete-

timesimulationofatime-

varyingnetwork,wecancheckwhetherthereisa

pathfromthesourcetothedestinationateachtim

e-step.Theratioofthenumberoftime-

stepswhentherewasapathandthetotalnumbero

ftime-

stepssimulatedisthenanestimateoftheprobabil

ityoftherebeingatleastonepathfromsourcetod

estination.Werefertocomputingthereliabilityi

nthiswayas“computingthereliabilityexperime

ntally.” 

 
Analysingtheoverheadinmobilead-

hocnetworkwithaHierarchicalroutingstru

cture 

 
Inthispaperweevaluateanalyticallytheexpecte

doverheadreductiongeneratedbytherouting 

protocolwhenweadoptahierarchicalroutingsc

hemeinMANET.Wespecificallyevaluatetheo

verheadincurredbythecurrentroutingprotocol

s(reactiveandproactive)usedinMANET,then,

wemodifytheobtainedmodelstoincludethepar

ameterstorepresentthehierarchicalstructure(s

ubnet, 

addressaggregation).Finally,wecomparethese

modelstogetapreliminaryideaof thereduction 

incurredbyourproposal.Themainobjectiveoft

hispaperisnottosolveallthetechnologicalissue

sariseninMANETsifsubnettingsolutionsareap

proachedbuttoshowthataneffort in that 

direction is valuable. 

 
Therest of thepaper is organized as 

follows:agenericdescriptionofthescenariocha

racteristicsandthechallengesthatwehavetosol

veforintegratingsuccessfully 

thehierarchicalroutingtoMANETaregivenin 
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sectionII.Then,wepresenttheanalyticalm

odeloftheoverheadgeneratedbytherouting 

mechanisms.Finally,wehavetheconclusionsa

ndfuture work. 

 

 

 
AntHocNet:AnAdaptiveNature-

InspiredAlgorithmforRoutinginMobileAd 

Hoc Networks 

AssimulationsoftwareweuseQualnet.Werane

xperimentswithtwodifferentbasesettings.Inth

esetting,100nodesarerandomlyplacedinsidea

nareaof3000_1000m2.Eachexperimentisrunf

or900seconds.Datatra_cisgeneratedby20cons

tantbitrate(CBR)sourcessendingone64-

bytepacketpersecond.Eachsourcestartssendin

gatarandomtimebetween0and180secondsafte

rthestartofthesimulation,andkeepssendingunt

iltheend.Atthephysical layeratwo-

raysignalpropagationmodelisused.Theradiop

ropagationrangeofthenodesis300meters,andt

hedatarateis2Mbit/s.AttheMAClayerweuseth

e802.11bDCFprotocol.Forthedi_erentexperi

mentsinthissetting,wevariedthemovementpatt

ernsofthenodes.Wedidtestswiththerandomwa

ypointmobilitymodel,inwhichwe 

variedthemaximum 

speedandthepausetime,andwiththeGauss-

Markovmobilitymodel,inwhichweagainvarie

dthemaximumspeed.TheGauss-

Markovmovementscenariosweregeneratedwi

ththeBonnMotionsoftware.Parametervalues

werekeptasfollows:theupdatefrequencywas2.

5,theanglestandarddeviation0.4,andthespeeds

tandarddeviation0.5.Forthesecondsetting,we

usedthesamesetupas 

wasusedinthescalabilitystudyofAODVperfor

medbyLee,Belding-

RoyerandPerkins.Inthisstudy,thenumberofno

desandthesizeofthesimulationareaarevaried,

whilekeepingtheaveragenodedensityconstant

(_7:5).Theauthorsdoexperiments with up to 

10000 nodes, but 

duetocomputationalconstraintswelimitedourt

eststomaximum1500nodes.Theexactvaluesus

edforthenumberofnodesandthesizeoftheareaa

regivenintable1.Otherpropertiesofthesimulati

onsetuparekeptconstantoverthedifferenttestsc

enarios.Thedatatrafficconsistsof20CBRsourc

essendingfour512-

bytepacketspersecond.Thenodesmoveaccordi

ngtotherandomwaypointmodel,withaminimu

mspeedof0m/s,amaximumspeedof10m/s,and

apause timeof 30seconds. 

 
Theradiopropagationrangeofthenodesis250m

eters,andthechannelcapacityis2Mb/s.Thechoi

ceoftheabovedescribedscenariosisbasedonthe

resultsobtainedforanearlierversionofAntHoc

Net,whicharedescribedin.Inthatpaperweinves

tigatedthebehaviorofAntHocNetinthebasicsc

enariousedintheinuentialcomparativestudyof 

. Thisscenario 

isverydenselypacked,with50nodeswitharadio

rangeof300metersinanareaof1500300m2.Ins

uchanenvironment,withhighinterferenceandv

eryshortpaths,itisclearthattheadvantagesofma

intainingmultiplepaths,stochasticallyspreadin

gdata,usinglocalrepair,etc.,donotoutweighthe

ircosts.Asimple,reactiveapproachasAODVis

expectedtobemuchmoree_ective.Inthetestsw

eran,itbecameclearthatastheenvironmentbeca

memore difficult(more 
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mobility,moresparseness,longerpaths),t

hecharacteristicsofAntHocNetbecameanadva

ntageoverthoseofAODV,resultinginanincreas

ingperformancegapinfavorofAntHocNet.Inth

ispaperwestartfromalargerandsparsernetwork

,andinvestigateagaintheeffectofincreasingthe

mobilityandthesize.Thestudyonlargenetwork

sisnecessarytovalidatethescalabilityofourapp

roach.Inthefollowing,algorithmsareevaluated

intermsofaverageend-to-

enddelayperpacketanddeliveryratio(i.e.,thefr

actionofsuccessfullydelivereddatapackets).T

hesearetwoimportantmeasuresofeffectivenes

sforMANETroutingalgorithms.Apartfromtha

t,wealsoconsiderthedelayjitterandtheroutingo

verhead.Delayjittermeasurespacketdelayvari

ation.ItisametricusedinQoSapplicationsandal

soprovidesameasureofthestabilityofthealgorit

hm'sresponsetochangesinthenetworktopolog

y.Delayjitteriscalculatedastheaverageofthedif

ferenceoftheinterarrivaltimebetweensubsequ

entlyreceivedpackets:ifthelastthreepacketsare

receivedrespectivelyatt3;t2;t1,thesession'sjitt

eriscalculatedasthearithmeticaverageofthe 

values (t3�t2) 

�(t2�t1)foralltripletsofreceivedpackets.This

definitionofjitterwasproposedin[36]andisuse

dinQualnetandinanumberofreal-

worldroutingdevices. 

Theroutingoverheadmeasuresthealgorithm'si

nternalefficiencyandiscalculatedas the total 

numberofcontrolpacketssentdividedbythenu

mberofdatapacketsdeliveredsuccessfully. 

Self-

AdaptiveOnDemandGeographicRoutingP

rotocolsforMobileAdHocNetworks 

 
Theconventionalon-

demandroutingprotocols(e.g.,)ofteninvolvefl

oodinginroutediscovery,whichlimitsthescala

bility.Toreduceoverhead,LARreducesthefloo

dingrangebymakinguseofthenodes’positioni

nformation.Unlike topology-

basedroutingprotocols,geographicroutingisba

sedonmobilenodes’positions.Existinggeogra

phicroutingprotocolshavemanylimitationsasd

iscussedinSectionI.Authorsinattemptedtorem

ovetheproactivebeaconsingeographicrouting

protocols.However,thesimplecontention-

basedschemeadoptedmayleadtoredundantpac

ketforwardingandhighercollisionprobability,a

ndhenceitcannotworkproperlywhenthetraffic

loadishigh.Sonetal.Conductsasimulation-

basedstudyonthenegativeeffectofmobility-

inducedlocationerroronroutingperformance.I

nstead,weproposetwoon-

demandadaptivegeographicroutingprotocolst

hatcanmeetdifferentapplicationandtrafficnee

dsandadapttodifferentconditions.Fixed-

intervalbeaconingcommonlyadoptedincurren

tgeographicroutingprotocolsmayresultinoutd

atedlocaltopologyknowledgeattheforwarding

node,whichleadstonon-

optimalroutingandforwardingfailure.1)Non-

optimalrouting.Fig.1(a)showsanexampleofno

n-

optimalroutingduetotheoutdatedlocaltopolog

yknowledge.NodeBjustmovedintoA’stransm

issionrange,whichisunknowntoA.Withoutkn

owinganyneighborclosertothedestinationG,A

will 
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forwardthepackettonodeCthenDbyusing

perimeterforwarding.Theresultedpathhasfive

hops,whiletheoptimalpathbetweenAandGsho

uldhaveonlytwohopsafterB 

bridgesthevoidbetweenAandG. 

2)Forwardingfailure.Inliteraturework,anode

willkeepaneighbor’sinformation 

untiltimeoutevenwhentheneighborhasmoved

outofitstransmissionrangeandthetimeoutinter

valisoftensetasmultiplebeaconingintervals.Fo

rwardingfailurewillhappenwhenthenodeforw

ardspacketstosucha“false”neighbor(e.g.,Fig.1

(b))andresultinpacketdroppingorrerouting.M

oreseriously,beforedetectingtheunreachabilit

y, the

 continuousretransmis

sionsatMAClayerwill 

reducethelinkthroughputandfairness,andincre

asethecollisions.Thiswillfurtherincreasedelay

andenergyconsumption.Introduce our route 

optimization 

schemes.Inbothprotocols,weassumeeverymo

bilenodeisawareofitsownposition,asourcecan

obtainthedestination’spositionthroughsomeki

ndoflocationservice,andpromiscuousmodeise

nabledonmobilenodes’networkinterfaces.Inth

efollowingpresentation,exceptwhenexplicitly

indicated,Frepresentsthecurrentforwardingno

de,Disthedestination,NdenotesoneofF’sneigh

bors,posAisthepositioncoordinatesofAanddis

(A,B)isthedistance between nodeAandB. 

 
ACluster-BasedMultipathDynamicSource 

Routing inMANET 

 
Recently,therehavebeensomeworksonmultip

athroutinginadhocnetworks.InTORA,thesour

cenodeconstructsmul-tiple 

routesbyflooding aquerymessage 

followedbyasetofupdatemessages.However,

TORAdoesnothaveanymechanismstoevaluat

ethequalityofthesemultiplepathsandthisleadst

oitspoorperformance.SMRextendsDSRinthe

waythatthedestinationcandiscovertwopathsfo

r 

eachrouterequest,inwhichoneistheshortestpat

h,andtheotheristhemaximumdisjointpath.In,

A.NasipuriandS.R.Dasprovethattheuseofmul

tiplepathsinDSRcankeepcorrectend-to-

endtransmissionforalongertimethanasinglepa

th.Inotherwords,thefrequencyofsearchingfor

newroutesismuch lower ifanodekeeps 

multiple paths 

toadestination.Thisisthefirstdeepstudyonperf

ormancebenefitsofmultipathroutinginMANE

Ts.However,theydidnotstudytheperformance

improvementofmultipathroutingonnetworklo

adbalancing.Theirperformancestudyisbasedo

ntheoreticalanalysis,whereitisdifficulttotakei

ntoaccounttheinfluenceofnodes'arbitrarymov

ementsandunreliableradiotransmission.Multi

pleSourceRoutingprotocol(MSR)proposesaw

eightedround-robinheuristic-

basedschedulingstrategyamongmultiplepaths

inordertodistributeload,butprovidesnoanalyti

calmodelingofitsperformance.M.R.Perlmane

tal.demonstratethatmultipathroutingcanbalan

cenetworkloadin.Theyalsoproposeadiversityi

njectionmethodtofindmorenode-

disjointpathscomparedtoDSR.However,their

workisbasedonmultiplechannelnetworks,whi

charecontentionfreebutmaynotbeavailableins

omeapplicationscenarios.MP-

DSRconsidersthedynamicnatureofnetworkto

pologyaswellastheimportanceto  

offercontinuous  network 
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connectionincertainmissioncriticalappli

cations. 

Thus,theobjectiveoftheprotocolistoimproveth

elevelofservicebyprovidingguaranteewithres

pecttoend-to-

endreliability,andtoprobabilisticallyguarantee

therequiredconnectionlifetime.Butitdoesnotc

onsiderthescalabilityproblem.OurCMDSRsol

vesthereliabilityproblembyselectivelychoosi

ngmorereliablepathsandbyprovidingsoftguar

anteesontheend-to-

endreliability.Inaddition,ourprotocolusestheh

ierarchicalstructurewhichcancopeefficiently

withanincreasingnodedensityandasignificant

numberof nodes.It makes the protocol 

morescalable. 

 
PROPOSED SYSTEM: 

Especially,ciphertext-policyABE(CP-

ABE)providesascalablewayofencryptingdata

suchthattheencryptordefinestheattributesetth

atthedecryptorneedstopossessinordertodecry

pttheciphertext.Thus,differentusersareallowe

dtodecryptdifferentpiecesofdataperthesecurit

ypolicy.InCP-

ABE,thekeyauthoritygeneratesprivatekeysof

usersbyapplyingtheauthority’smastersecretke

ystousers’associatedsetofattributes.Thus,thek

eyauthoritycandecrypteveryciphertextaddres

sedtospecificusersbygeneratingtheirattribute

keys.Ifthekeyauthorityiscompromisedbyadve

rsarieswhendeployedinthehostileenvironmen

ts,thiscouldbeapotentialthreattothedataconfid

entialityorprivacyespeciallywhenthedataishi

ghlysensitive.Thekeyescrowisaninherentprob

lemeveninthemultiple-authoritysystemsas 

longaseachkeyauthorityhasthewholeprivilege

togenerate 

theirownattributekeyswiththeirownmastersec

rets.Sincesuchakeygenerationmechanismbas

edonthesinglemastersecretisthebasicmethodf

ormostoftheasymmetricencryptionsystemssu

chastheattribute-basedoridentity-

basedencryptionprotocols,removingescrowin

singleormultiple-authorityCP-

ABEisapivotalopenproblem. 

 

 

 
MODULEDESCRIPTION : 

 

1. KeyAuthorities : 

 

Theyarekeygenerationcentersthatgen

eratepublic/secretparametersforCP-ABE. 

Thekeyauthoritiesconsist of a 

centralauthorityandmultiplelocalauthorities.

Weassumethattherearesecureandreliablecom

municationchannelsbetweenacentralauthority

andeachlocalauthorityduringtheinitialkeysetu

pandgenerationphase.Eachlocalauthorityman

agesdifferentattributesandissues 

correspondingattributekeys 

tousers.Theygrantdifferentialaccessrightstoin

dividualusers 

basedontheusers’attributes.Thekeyauthoritie

sareassumedtobehonest-but-

curious.Thatis,theywillhonestlyexecutetheas

signedtasksinthesystem,howevertheywouldli

keto 

learninformationofencryptedcontentsasmuch

aspossible. 

 

2. Storagenode: 

 

Thisisanentitythatstoresdatafromsend

ersandprovidecorrespondingaccesstousers.It

maybemobileorstatic.Similartotheprevioussc

hemes,wealsoassumethe 
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storagenode to besemi-trusted, that 

ishonest-but-curious. 

 

3. Sender : 

 
Thisisanentitywhoownsconfidentialm

essagesordata(e.g.,acommander)andwishesto

storethemintotheexternaldatastoragenodefore

aseofsharingorforreliabledeliverytousersinth

eextremenetworkingenvironments.Asenderis

responsiblefordefining(attributebased)access

policyandenforcingitonitsowndatabyencrypti

ngthedataunderthepolicybefore storingit 

tothe storage node. 

 

4. Soldier(User) : 

Thisisamobilenodewhowantstoaccess

thedatastoredatthestoragenode(e.g.,asoldier).

Ifauserpossessesasetofattributessatisfyingthe

accesspolicyoftheencrypteddatadefinedbythe

sender,andisnotrevokedinanyoftheattributes,t

henhewillbeabletodecrypt 

theciphertextandobtain the data. 

 

5. CP-ABE Method : 

InCiphertextPolicyAttributebasedEnc

ryptionscheme,theencryptorcanfixthepolicy,

whocandecrypttheencryptedmessage.Thepoli

cycanbeformedwiththehelpofattributes.InCP-

ABE,accesspolicyissentalongwiththecipherte

xt.Weproposeamethodinwhichtheaccesspolic

yneednotbesentalongwiththeciphertext,by 

whichweareabletopreservetheprivacyoftheen

cryptor.Thistechniquesencrypteddatacanbeke

ptconfidentialevenifthestorageserverisuntrust

ed;moreover,ourmethodsare 

secureagainstcollusionattacks.PreviousAttrib

ute-BasedEncryption 

systemsusedattributestodescribetheencrypted

dataandbuiltpoliciesintouser'skeys;whileinou

rsystemattributesareusedtodescribeauser'scre

dentials,andapartyencryptingdatadeterminesa

policyforwhocandecrypt. 

 
SIMULATION 
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CONCLUSION 

 
DTNtechnologiesarebecomingsuccessfuls

olutionsinmilitaryapplicationsthatallowwirel

essdevicestocommunicatewitheachotheranda

ccesstheconfidentialinformationreliablybyex

ploitingexternalstoragenodes.CP-

ABEisascalablecryptographicsolutiontotheac

cesscontrolandsecuredataretrievalissues.Inthi

spaper,weproposedanefficientandsecuredatar

etrievalmethodusingCP-

ABEfordecentralizedDTNs 

wheremultiplekeyauthoritiesmanagetheirattri

butesindependently.Theinherentkeyescrowpr

oblemisresolvedsuchthattheconfidentialityoft

hestoreddataisguaranteedevenunderthehostil

eenvironmentwherekeyauthoritiesmightbeco

mpromisedornotfullytrusted.Inaddition,thefin

e-

grainedkeyrevocationcanbedoneforeachattrib

utegroup.Wedemonstratehowtoapplytheprop

osedmechanismtosecurelyandefficientlyman

agetheconfidentialdatadistributedinthe 

disruption-tolerant militarynetwork. 
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