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ABSTRACT 

             Watchdog technique is a 

fundamental building block to many trust 

systems that are designed for securing 

wireless sensor networks (WSNs). 

Unfortunately, this kind of technique 

consumes much energy and hence largely 

limits the lifespan of WSN. It reveal the 

inefficient use of watchdog technique in 

existing trust systems. To overcome this 

drawback, this paper propose a suite of 

optimization methods to minimize the 

energy cost of watchdog usage, while 

keeping the system security in a sufficient 

level. Here we propose secure and efficient 

data transmission (SET) protocol for 

CWSNs, called SET IBS, by using the 

Identity Based digital Signature (IBS). In 

SET IBS, security release on the hardness of 

the Diffie-Hellman in pairing domain. The 

calculations and simulations are provided to 

illustrate the efficiency of the Dynamic 

Source Routing protocol(DSR). The results 

show that, the proposed protocols (SET-

IBS) have the better performance than the 

existing secure protocols for CWSNs, in 

terms of security overhead and energy 

consumption.  

 

KEYWORDS 

            Clustering, digital signature, 

Dynamic Source Routing, SET-IBS. 

INTRODUCTION 

The wireless sensor network consist of small 

sized,light weighted, low power, 

inexpensive wireless nodes called sensor 

nodes, deployed in physical or 

environmental condition. And it is measured 

physical parameters such as 

sound,temperature,pressure,humidity and 

light. In WSNs the individual sensor nodes 

are capable of data sensing their 

environments,processing the data 

locally,sending data to one or more 

collection points and aggregates the data and 

sends the data to the base station in WSN as 

shown in fig1.the cost of data transmission 

is much more expensive than that of data 

processing. The sensor nodes have the 

ability to communicate either among each 
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other or directly to a base station. Data in 

sensor networks are bound either 

downstream to nodes from a sink node or 

upstream to sink node from nodes. Wireless 

sensor networks are a kind application 

specified network. 

 

 

Fig1.wireless sensor network  

RELATED WORK 

Security in wireless sensor 

networks 

Wireless sensor network applications 

include ocean and wildlife monitoring, 

manufacturing machinery performance 

monitoring, building safety and earthquake 

monitoring, many military applications. An 

even wider spectrum of future application is 

likely to follow, including the monitoring of 

highway traffic, pollution, wildfires, 

building security, water quality and even 

peoples heart rates. A major benefits of this 

system is that they performing network 

processing to reduce the larges streams of 

raw data into useful aggregate information.  

Two factor user authentication in 

wireless sensor networks 

Wireless sensor networks are typically 

deployed in an unattended environment, 

where the legitimate users can login to the 

network and access data as and when 

demanded. Consequently, authentication is a 

primary concern in this resource constrained 

environment before accessing data from the 

sensor /gateway nodes. We present two 

factor user authentication protocol for 

WSN,which provides strong authentication, 

session key establishment and achieves 

efficiency or sensor node.  

Access control in wireless sensor 

networks 

                 Nodes in a sensor networks may 

be lost due to power exhaustion or malicious 

attack. To extend the life time of the sensor 

network,new node deployment is necessary. 

In military scenarios, adversaries may 

directly deploy malicious nodes or 

manipulate existing nodes to introduce 

malicious “new” nodes through many kinds 

of attacks. To prevent malicious nodes from 

joining the sensor network,access control is 

required in the design of sensor network 

protocols. In this paper,we propose a access 

control protocol based on elliptic curve 

cryptography(ECC) for sensor network. Our 

access control protocol accomplishes node 

authentication and key establishment for 

new nodes. Different from conventional 

authentication methods based on the node 

identity, our access control protocol includes 

both the node identity and the node 
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bootstrapping time into the authentication 

procedure. 

Mitigating routing misbehavior in 

mobile ad-hoc networks 

                  In this way, we can make only 

minimal changes to the underlying routing 

algorithm. We introduce two extensions to 

the dynamic source routing algorithm(DSR) 

to mitigate the effects of routing 

misbehaviors: the watchdog and the 

pathrater. The watchdog identifies 

misbehaving nodes, while the pathrater 

avoids routing packets through this nodes. 

Christo Ananth et al. [4] discussed about a 

method, Wireless sensor networks utilize 

large numbers of wireless sensor nodes to 

collect information from their sensing 

terrain. Wireless sensor nodes are battery-

powered devices. Energy saving is always 

crucial to the lifetime of a wireless sensor 

network. Recently, many algorithms are 

proposed to tackle the energy saving 

problem in wireless sensor networks. There 

are strong needs to develop wireless sensor 

networks algorithms with optimization 

priorities biased to aspects besides energy 

saving. In this project, a delay-aware data 

collection network structure for wireless 

sensor networks is proposed based on Multi 

hop Cluster Network. The objective of the 

proposed network structure is to determine 

delays in the data collection processes. The 

path with minimized delay through which 

the data can be transmitted from source to 

destination is also determined. AODV 

protocol is used to route the data packets 

from the source to destination. 

Pathrater described above should improve 

performance significantly in the case where 

the watchdog is not active. 

Group-based trust management 

scheme for clustered wireless sensor 

networks 

                 We propose a new light weight 

group based trust management scheme 

(GTMS) for wireless sensor networks, 

which employs clustering. Our approach 

reduces the cost of trust evaluation. Also, 

theoretical as well as simulation results so 

that  so that our scheme demand less 

memory, energy and communication 

overheads as compared to the current state 

of the art trust management schemes and it 

is more suitable for large scale sensor 

network. In this work, we propose a new 

lightweight group- based trust management 

scheme (GTMS) for wireless sensor 

networks. The GTMS consist of three 

unique features such as GTMS evaluate the 

trust of a group of SNs in contrast to 

traditional trust management scheme that 

always focus on trust values of individual 

nodes. 

EXISTING SYSTEM 

 This conflicts has not been 

comprehensively addressed by prior 

research in the literature. We optimize 

watchdog techniques in two levels, both of 

which consist of a theoretical analysis to 

show potential optimal results and a 

practical algorithm to efficiently schedule 

watchdog tasks. We evaluate our 

optimization techniques using extensive 

experiments in a WSNET simulation 

platform and an in-door test bed in our 

collaborative lab. The experimental results 
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have successfully confirmed the 

effectiveness of our design. Our ultimate 

goal is to reduce the energy cost induced by 

watchdog tasks as much as possible, while 

keeping trust accuracy and robustness in a 

sufficient level. 

DISADVANTAGE  

             Inefficient us of watchdog 

technique. 

 It takes maximum energy cost for 

watchdog usage. 

 Energy sacrificing much security. 

Accuracy and robustness is not in 

sufficient level. 

 

 

METHODOLOGY: 

PROPOSED SYSTEM 

 In this proposed system, secure and 

efficient data transmission is thus especially 

necessary and is demanded in many such 

practical WSNs. So, we propose secure and 

efficient data transmission (SET) protocol 

for CWSNs, called SET-IBS, by using the 

Identity-Based digital Signature (IBS) 

scheme, respectively. 

 It has been proposed in order to 

reduce the computation and storage costs to 

authenticate the encrypted sensed data, by 

applying digital signatures to message 

packets, which are efficient in 

communication and applying the key 

management for security. 

ADVANTAGES 

 In this technique we have save more 

energy without sacrificing much security. 

 Here the trust accuracy and 

robustness in a sufficient level. 

 Efficient usage of SET-IBS 

technique. 

 Minimized energy cost and reduced 

energy consumption. 

 

. 

 

ARCHITECTURE DESIGN 

MODULES DESCRIPTION 

LIST OF MODULES 

 Cluster formation 

 SET protocol 
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 Key management for security 

Signing of signature and verification 

Cluster formation 

 The nodes energy is the most 

important issue because the nodes are small 

in size and it may be deployed in hazardous 

areas, thus making battery replacement 

unpractical and impossible. Therefore, it is 

more practical to save energy and prolong 

the network lifetime by improving the 

routing algorithm. Cluster based hierarchical 

routing protocol is an energy efficient 

routing protocol. In the cluster routing, the 

sensor nodes will be divided into a few 

groups with one cluster head elected for 

each group. The cluster head collects data 

from member nodes in the same cluster and 

aggregates the collected data so that it can 

be transmitted to the base station. 

Implementing this protocol will significantly 

reduce the overall energy used and reduce 

the network congestion by only allowing the 

cluster head to communicate with the base 

station. 

Set protocol 

 In this module, secure and efficient 

data transmission protocol for CWSNs. The 

protocol is designed with the same purpose 

and scenarios for CWSNs with higher 

efficiency. The proposed scheme operates 

similarly to the previous key management, 

which has a protocol initialization prior to 

the network deployment and operates in 

rounds during communication. We first 

introduce the protocol initialization then 

describe the key management of the protocol 

by using the protocol operations afterwards. 

This method used for secure access and data 

transmission to nearby sensor nodes, by 

authenticating with each other. The 

probability of neighborhood authentication, 

where only the nodes with the pair wise key 

can authenticate each other. 

Key management for security 

In this module, security is based on 

the multiplicative group. The corresponding 

private pairing parameters are preloaded in 

the sensor nodes during the protocol 

initialization. In this module, the key 

cryptographies used in the protocols to 

achieve secure data transmission, which 

consist of symmetric and asymmetric based 

security. This scheme enables the 

intermediate nodes to authenticate the 

message so that all corrupted message can 

be detected and dropped to conserve the 

sensor power. It proposed an efficient key 

management framework to ensure isolation 

of the compromised nodes. It represents the 

requirements of the security keys stored in 

sensor nodes memory.  

 

Signing of signature and 

verification 

In this module, used for secure 

access and data transmission to nearby 

sensor nodes, by authenticating to each 

other. Each nodes have each signature to 

authenticate the node, sender and receiver. 

And key is created for every data and send 
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to both receiver and the sender nodes. The 

signature is used for this signature 

generation and key generation. It checks 

whether the information coming from secure 

sender and from the correct path. After 

authentication,receives the information 

through the secure nodes. It used for secure 

access and data transmission to nearby 

sensor nodes, by authentication with each 

other. Here, “limited” means the probability 

of neighborhood authentication,where only 

the nodes with shared pair wise key can 

authenticate each other. The energy cost and 

computation efficiency on the generation 

and verification of the certificates or 

signatures for security. 

RESULT: 

Thus the simulation output of the 

secure and efficient optimization for cluster 

based wireless sensor networks is given by, 

 

SIMULATION OUTPUT 
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