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Abstract-` The watermarking scheme is an important 

mechanism.The objective of the project is to detect video 

tampering and distinguish it from common video processing 

operations,such as recompression, noise, and brightness increase, 

using practical watermarking scheme for real-time 

authentication of digital video.the watermark signals represent 

the macro block’s and frame’s indices,and are embedded into the 

nonzero quantized discrete cosine transform (QDCT)value of 

blocks,mostly the last nonzero values, enabling the project to 

detect spatial,temporal,and spatiotemporal tampering .the 

method can be easily configured to adjust transparency, 

robustness,and capacity of the system according to the specific 

application at hand. inaddition,it takes advantage of content-

based cryptography and increases the security of the system. 
 
Index terms- Video authentication, video tampering 
detection,video watermarking. 
 

I.  INTRODUCTION 
 
The fast growth of the Internet, sudden production of low-cost 

and reliable storage devices, digital media production, and 

editing technologies have led to widespread forgeries and 

unauthorized sharing of digital media. Among these media, 

video is becoming increasingly important in a wide range of 

applications, such as video surveillance, video broadcast, 

DVDs, video conferencing, and video-on-demand 

applications, where authenticity and integrity of the video data 

is crucial. In surveillance applications, significant investments 

have been made in infrastructure, such as video cameras and 

networks installed in public facilities on a wide scale. 

However, current video editing software can be used to tamper 

with such video, making them unreliable and defeating the 

purpose of such applications at the first place. Without 

authentication, a video viewer (or a consumer) cannot verify 

that the video being viewed is really the original one that was 

transmitted by a producer. There may be some eavesdroppers 

who modify the video content intentionally to harm the 

interests of either or both the producer and the consumer. 

There is therefore a need to not only detect such tampering, 

but also to distinguish them from common video processing 

operations, such as compression. As a side effect, video 

authentication can also be used for advertisement monitoring, 

where a company can automatically identify, in real time, 

whether or not a specific TV or Internet channel has cut a few 

frames of the company’s advertisement to gain more time and 

money. Considering these different applications, 

authentication systems are becoming popular to ensure the 

integrity of video content. the original motivation behind 

watermarking was copyright protection,watermarking can also 

be used for verifying the authenticity 

 
 
 
 
and integrity of the video by embedding the watermark 

information behind a cover. The embedded watermark can 

then be detected or extracted from the cover video used for 

verification .In contrast to robust watermarking, which is 

designed for copyright protection, fragile watermarking [6] 

has been signed for tamper detection. An attacker’s goal  
in tampering is to change the watermarked media while 

keeping the watermark itself untouched, so as to trick the 

receiverinto believing that the tampered media is authentic and 

has integrity. While fragile watermarking can protect against 

such an attack, it is highly sensitive to modifications, making 

it difficult to distinguish malicious tampering from some 

common video processing operations, such as recompression. 

To exploit the advantages of both the robust and the fragile 

schemes, semifragile watermarking [7]–[9] has been proposed 

to tolerate common processing, such as recompression, and at 

the same time detect malicious tampering. 
 
 
In this Paper, we introduce a watermarking scheme that can  
be used to detect malicious tampering. Our scheme can be 

used in any modern video codec, and can survive compression 

by advanced codecs, such as H.264/AVC, whereas many 

existing tampering detection schemes are fragile against 

H.264/AVCcompression. In the scheme, macroblocks’ 

(MBs’)and frames’ indices are embedded into the last 

nonzero(LNZ) quantized discrete cosine transform (QDCT) 

value ofthe blocks. Using high frequency levels leads us to 

assure transparency to the human visual system.  
Watermarking is the technique of embedding secret image 

into a cover image without affecting its perceptual quality so 

that secret image can be revealed by some process. One 

significant advantage of watermarking is the inseparability of 

the watermark (secret image) from the cover image. Some of 

the vital characteristics of the watermark are hard to perceive, 

resists ordinary distortions, endures malevolent attacks, carries 

numerous bits of information, capable of coexisting with other 

watermarks, and demands little computation to insert and 

extract Watermarks . Generally, robust watermarking is used 

to resist un-malicious or malicious attacks like scaling, 

cropping, lossy compression, and so forth. Watermarking 

techniques can be categorized into different types based on a 

number of ways. 
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Watermarking can be divided into Non-blind, Semi-Blind 

and Blind schemes based on the requirements for watermark 

extraction or detection. Non-blind watermarking schemes 

necessitate the original image and secret keys for watermark 

detection. The Semi-Blind schemes require the secret key(s) 

and the watermark bit sequence for extraction, whereas, the 

Blind schemes need only the secret key(s) for extraction. 

Another categorization of watermarks based on the embedded 

data (watermark) is: visible and invisible. With visible 

watermarking of images, a secondary image (the watermark) 

is embedded in a primary image in such that it is perceptible to 

a human observer, whereas the embedded data is not 

detectable in case of invisible watermarking; nevertheless, it 

can be extracted by a computer program. 
The rest  of this paper  is  organized  as follows: in Section II, 
a presentation  of the  related  work is given, while Section III  
describes the requirements of a watermarking system from an 
authentication perspective,as well the proposed system is 
presented. Experimental result is provided in Section IV while 
Section V concludes the paper. 

II.  RELATED WORK AND CONTRIBUTIONS 
 
There has been much research activity in using 

videowatermarking for authentication and tampering detection. 

Forexample, [1] suggests an authentication method based 

onchaoticsemifragile watermarking. The timing information of 

video frames is modulated into the parameters of a chaotic 

system. Then, the output chaotic stream is used as watermark and 

embedded into the block-based DCT domain of video frames. 

Their timing information for each frame is modulated into the 

parameters of the chaotic system. A mismatch between the 

extracted and the observed timing information is able to reveal 

temporal tampering. Unfortunately, [1] is in the uncompressed 

domain and cannot be applied directly to H.264/AVC. Since 

almost all digital video products today are distributed and stored 

in the compressed format, compressed domain video processing 

[4]–[6] is very attractive.  
These fragile watermarking methods [16]–[17] are designed 

for authentication; however,due to their high sensitivity to 

modifications, it is difficult to distinguish malicious tampering 

from common video processing. To apply data hiding to 

content authentication,asemifragile watermarking technique 

could be considered to tolerate certain kinds of processing 

[18], such as recompression,and at the same time detect 

malicious tampering manipulations. Reference [19] suggests a 

content-basedMPEG video authentication system, which is 

robust to typical video transcoding approaches, namely frame 

resizing, frame dropping.  
The common well-known frequency domain methods are the 

DCT,discrete Fourier transform, and discrete wavelet 

transform[21]. Among these, DCT is more popular and 

beneficial [22]–[24] since most of the encoding schemes, 

including high-efficiency video coding (HEVC) and 

H.264/AVC, use Finally,[26] proposes a watermarking 

scheme for H.264/AVC using aspatiotemporal just-noticeable 

difference model, which is based on 4 × 4 DCT blocks. 

To the best of our knowledge, compared with the above 

works, our approach is faster, more transparent, and more 

robust against recompression. In addition, due to very low 

complexity, simplicity, ease of implementation, low overhead, 

and efficiency of our approach in terms of capacity, 

transparency,and security, it works as an excellent solution for 

real-time video authentication applications. 
 
Digital Watermarking  

A digital watermark is a kind of marker covertly 

embedded in a noise-tolerant signal such as audio or image 

data. It is typically used to identify ownership of the copyright 

of such signal. "Watermarking" is the process of hiding digital 

information in a carrier signal; the hidden information should, 

but does not need to contain a relation to the carrier signal. 

Digital watermarks may be used to verify the authenticity or 

integrity of the carrier signal or to show the identity of its 

owners. Digital watermarking is the act of hiding a message 

related to a digital signal (i.e. an image, song, and video) 

within the signal itself. 
 

III.  THE PROPOSED MODEL 
The proposed scheme can be used for all videowatermarking 

applications, such as copyright protection, inthis paper, we 

focus on authentication and tampering detection.Each 

application, including authentication, has its own 

requirements.With the requirements of an authentication 

application,here we design a semifragile watermarking 

method. The summary of our design is as follows.Most of the 

traditional watermarking schemes are no trobust against 

compression, especially HEVC or H.264/AVCcompression, 

and after compression, the secret embedded information is not 

detectable. In contrast, our proposed scheme takes advantage 

of the compression standard to embed and extract secret bits.  
A)Tampering  
Video tampering schemes can be classified into 

spatialtampering, temporal tampering, or combination of them. 

Spatial tampering, also called intraframe tampering, refers to 

changing the image frame, such as cropping and replacement, 

content adding and removal. Temporal tampering, also named 

interframe tampering, is the changes made in the time domain, 

such as adding extra frames, reordering the sequence of 

frames, dropping, and replacing frames. Due to temporal 

redundancy in video data, it is possible to perform temporal 

tampering without imposing visual distortion and semantic 

alteration.  
B. Transparency, Capacity, and Robustness  
The watermarking process should not introduce perceptible 

artifacts into the original contents. Ideally, there must be no 

perceptible difference between the watermarked and the 

original digital contents, i.e., the watermark data should be 

transparent to the user. Apart from transparency,capacity and 

robustness are two other fundamental properties of video 

watermarking. Capacity is defined as the number of bits 

embedded in one second of the video. For robustness,the 

watermark should be extractable after various intentional or 

unintentional attacks. These attacks may include additive 

noise, resizing, low-pass filtering, and any other attack, which 
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may remove the watermark or confuse the watermark 

extraction system. The tradeoff between capacity, 

transparency, and robustness is the main challenge for video 

watermarking applications, i.e., in an ideal case, we would 

demand a very transparent, robust, and high-capacity scheme. 

However, in practice, obtaining all these properties at the same 

time is extremely difficult or even impossible. Thus, 

depending on the requirements of the particular application at 

hand, a tradeoff between these properties must be attained.  
Considering this tradeoff, the following types of watermarking 
schemes lead to different capacity, transparency, and 
robustness.  
1) Fragile: Very high capacity and transparency can 
beachieved.   
2) Semifragile: Robustness against compression and 
commonsignal processing operations is obtained. In this case, 

it is accepted that more distortion is caused compared with 
fragile watermarking. The main application of this category is 

authentication.  
 
3) Robust: Robustness against many attacks with a wide 
rangeof changes is achieved. This is more   
complicated than the previous two types, since we need 
robustness against most of the attacks. Thus, according to the 
trade-off between capacity, transparency, and robustness,  

 
PHASES OF PROPOSED SCHEME  

We are proposing a new scheme for secure data 
communication using steganography, watermarking technique 
to embed the secret information into any cover image.  

The proposed scheme involves (a)Extraction of the host 

video object from a videoconference frame and detection of 

the QDCT to embed the encrypted signal,(b) Encryption using 

secure force encryption (c) Embedding of the encrypted signal 

Authentication.Proposed scheme consists of four phases which 

are described in the following subsections. The performance is 

evaluated by using histogram of image before and after 

embedding. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.1 Block diagram for proposed system  
Phase 1- Video to Frames Conversion  

In this very first phase, the video is converted into multiple 
frames and the host video object is obtained. 

Phase 2-DATA EMBEDDING:  
Watermark embedding module is responsible for adding the 

watermark signal to the original data.The watermark can be 

any form of data, such as numeric, text, image, and so on. Key 

can be used to strengthen security to prevent unauthorized 

parties restore and modify the watermark. Proposed scheme 

takes advantage of the compression standard to embed and 

extract secret bits. 
 
 
 

 
Fig.2:Embedding and detecting flow chart 

 
After performing DCT and the quantization phases, some 4 × 

4 blocks of each 16 × 16 MB are selected for embedding. With 

the number of secret bits which will be embedded into an MB, 

the number of selected blocks is chosen. In each MB, the 

blocks that have larger LNZ level position are selected, i.e., 

blocks that have the highest high frequency sample. Choosing 

high-frequency QDCT values imposes lower modification 

distortion. In each selected block, a single secret bit is 

embedded.  
Phase 3-NOISES ATTACKS  
This scheme provides a good solution for both spatial and 

temporal tampering. Christo Ananth et al. [15] proposed a 

system in which the cross-diamond search algorithm employs 

two diamond search patterns (a large and small) and a 

halfway-stop technique. It finds small motion vectors with 

fewer search points than the DS algorithm while maintaining 

similar or even better search quality. The efficient Three Step 

Search (E3SS) algorithm requires less computation and 

performs better in terms of PSNR. Modified objected block-

base vector search algorithm (MOBS) fully utilizes the 

correlations existing in motion vectors to reduce the 

computations. Fast Objected - Base Efficient (FOBE) Three 

Step Search algorithm combines E3SS and MOBS. By 

combining these two existing algorithms CDS and MOBS, a 

new algorithm is proposed with reduced computational 

complexity without degradation in quality. 

Phase 4-DECODING AND DATA EXTRACTION  
Watermark detection and extraction module is used to 

determine whether the data contains specified watermark or 

the watermark can be extracted.  
 
 
 
 
 
 
 
 
 
 
 

Fig,3:Detection and Extraction module of watermark 
The embedded watermark bits are extracted in the video 

decoding process where the quantized DCT levels for each 

MB are entropy decoded. For each MB, the following steps 



 

All Rights Reserved © 2016 IJARTET 

 

result in extracting k embedded bits from each MB.  
1) Sort the position values of the LNZ levels for 16 blocks of 

the current MB. Then, select k blocks that have higher 

nonzero position values and are used for embedding.  
 
2) In each of the above selected blocks, a bit is 
embedded, which can be extracted   
To achieve the raw watermark stream for each MB, we need 

to use the encryption key of the current MB. This key was 

generated based on intraprediction modes in the enoder, which 

can be regenerated in the decoder as well. In general, 

efficiency, complexity, energy usage, and simplicity are more 

important in the decoder implementation since it is at the 

client side with limited resources compared with the server 

side, which has more resources. In addition, some delay in the 

encoder is acceptable since it is done only once for a video. 

Thus, low complexity and simplicity in implementation are 

critical points in designing the decoder. One advantage of the 

proposed technique is its simplicity of implementation at the 

decoder side, allowing it to run for various real-time 

applications.   
QDCT ALGORITHM PROCESS   
Quantization, involved in image processing, is a lossy 

compression technique achieved by compressing a range of 

values to a single quantum value. When the number of discrete 

symbols in a given stream is reduced, the stream becomes 

more compressible. For example, reducing the number of 

colors required to represent a digital image makes it possible 

to reduce its file size. Specific applications include DCT data 

quantization in JPEG and DWT data quantization in JPEG 

2000.   
Quantization matrices   

A typical video codec works by breaking the picture into 

discrete blocks (8×8 pixels in the case of MPEG). These 

blocks can then be subjected to discrete cosine transform 

(DCT) to calculate the frequency components, both 

horizontally and vertically. The resulting block (the same size 

as the original block) is then pre-multiplied by the quantisation 

scale code and divided element-wise by the quantization 

matrix, and rounding each resultant element. The quantization 

matrix is designed to provide more resolution to more 

perceivable frequency components over less perceivable 

components (usually lower frequencies over high frequencies) 

in addition to transforming as many components to 0, which 

can be encoded with greatest efficiency. Many video encoders 

(such as DivX, Xvid, and 3ivx) and compression standards 

(such as MPEG-2 and H.264/AVC) allow custom matrices to 

be used. The extent of the reduction may be varied by 

changing the quantizer scale code, taking up much less 

bandwidth than a full quantizer matrix.   
PSEUDORANDOM NUMBER GENERATOR   
The Security method pseudorandom number generators are 

used to change the secret bit stream to another stream, which 

makes it more difficult for an attacker to extract the secret 

information. The watermark bit stream is constructed as the 

XOR of the raw watermark and shows the encryption and 

decryption flowchart.  
Using different QP in the encoder and the decoder results in 
changing intrapredictiomodes in the decoding, thus the key  

 
will be different and the watermark stream cannot be extracted 

correctly .When the number of nonzero levels is high, the 
probability of changes in intramodes is less than 5%. 

Therefore, texture blocks that are important in authentication 
can resist better against reencoding and other manipulations.: 
 
 
 
 
 
 
 
 
 

 
Fig.4. Encryption and Decryption Algorithm  

An unauthorized person cannot detect, retrieve or modify the 

embedded watermark.Depending on the ability of the 

watermark to withstand normal signal processing operations, 

digital watermarking can be categorized as robust, fragile and 

semi-fragile watermarking. Robust watermarks are detectable 

even after some image processing operations has been 

performed on the watermarked image such as image scaling, 

bending, cropping, and so on. Robust watermarks are mainly 

used for copyright protection. Fragile watermarks became 

invalid even if a slight modification is done to the 

watermarked image. Fragile watermarks are mainly used for 

authentication purpose. Semi-fragile watermarks allow some 

acceptable distortion to the watermarked image. Beyond this 

acceptance level if any modification is done to the 

watermarked image, the watermark will not be detected.  
The Security method pseudorandom number generators are 

used to change the secret bit stream to another stream, which 

makes it more difficult for an attacker to extract the secret 

information. The watermark bit stream is constructed as the 

XOR of the raw watermark and shows the encryption and 

decryption flowchart. To make it even more secure, the key is 

generated based on the texture of each MB, thus each MB has 

its own key 
 

IV.  EXPERIMENTAL RESULTS 
 
Although our scheme can be used in any DCT-based video 

encoder, as a proof-of-concept, we have specifically 

implemented and integrated our scheme with the H.264/AVC 

reference software JM12.2 [36], although the presented results 

will be similar in other modern video codecs as well, and our 
conclusions are without loss of generality. 

(Container,Foreman, Mobile, News, and tennis,traffic)  
Imperceptibility test  
To evaluate the imperceptibility of the proposed scheme, the 

test sequence “Traffic” is shown in Figure 5 Robustness to 

common signal processing Semi-fragile watermark should be 
robustness to common signal processing. the proposed 

watermark scheme can robust to some common signal 

processing. 
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Tampering areas location  
Figure 5 shows the proposed watermark scheme can detect 
and locate the malicious areas. 

V.  CONCLUSION 
 
A practical system of digital video watermarking is suggested 

for authenticating and tampering detection of compressed 

videos. To design an efficient and low-complexity method, To 

assure transparency to the human visual system, the MBs’ and 

frames’ indices are embedded into the LNZ quantized DCT 

value of the blocks. the applied the modified QDCT based 

video compression for the embedding purpose. In the next 

phase we use the tamper detection method for decryption 

process. 
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