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ABSTRACT 

In cloud computing,private data can store in the server and allow to access the public users in 

the cloud server . outsourced data contain  secure message data must be encrypted before 

uploaded in the internet.When the encrypted data must be search very difficult  manner .We 

are used to develop the fine grained multi keyword search schemes using encrypted cloud data 

.In this concept include in three fold .First,we introduced  in related to one word of one 

meaning and get the important factors on keywords and enable to search keywords and 

personalized  user experience.Second,It very efficient to search the multi keyword in this 

scheme .Third, we are classified sub dictionaries to  achieve more efficiency on content 

table,data can send do not block the other data .We analyze the secure the proposed schemes 

in this document to reliability privacy protection of content table and  unlinkability of trapdoor 

.In this scheme to analysis and practical result to demonstrate the scheme can achieve security 

level to compare the existing one then the better performance in functionality and query 

complexity. 

 

INTRODUCTION 

THE cloud computing ,individual data can store 

remotely on the internet.It must be more scalable and 

low cost for data access through  cloud server .Cloud 

is necessary to encrypted individual data before 

transmit the cloud and difficulty to search the 

encrypted data .For SSL,uses  to encrypted the 

connection between user and google server when 

private data such as document and email to search the 

result.This approach to enable search over encrypted 

data on internet must be proceed follows the 

operation. Firstly , the data owner generated multi 

keywords to the outsourced data .These keyword 

encrypted and save from the cloud server then the 

search user need to access the outsourced data ,it 

must be select some relevant keyword and passing 

ciphertext of select keywords in cloud server to 

match the deployment data in this cloud and then 

match the result to the user.To achieve search of 

necessary over encrypted data of plaintext keyword 

searchthen the proposed system a multi-keyword 

search scheme to consider the relevance score of 

keyword utlilizes multidimensional tree to achieve 

efficient search query.This mainly attribute follows 

by to issues.Firstly,user important is most popular in 
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normal text search and more accurately 

represent user requirements.It must be supported in 

encrypted data,Secondly,to improve the user 

experience for searching to enable the multi-keyword 

search for comprehensive logic operationsof 

keywords searching space to quickly identify the 

desired data .Searchable encryption with 

“OR”,”AND”operation. 

 

2 SYSTEM MODEL, THREAT MODEL 

AND SECURITY REQUIREMENTS 
2.1 System Model 

 

Data owner: Dataowner outsourced her data to the 

cloud for easily access to the search user.Toprotect 

the data privacy,the data owner encrypted original 

data through symmetric encryptedowner . 

Cloud server: It is an intermediate entity which stores 

the encrypted document and indexes are received 

from the data owner, and provide data access and 

search the services to search user then the keyword 

trapdoor to the cloud server, it matching documents 

based on the certain operation  

•Search user:A search user queries the outsourced 

document from the cloud server in three 

steps.Frist,receives both the secret key and symmetric 

key.Second,searching the keyword. 

2.2 Threat Model and Security Requirement. 

It must be the same as more related works on secure 

cloud data search.We have to threat models depend 

on the information available to cloud server 

Known Ciphertextmodel:The internet only Known 

encrypted document collection and index collection 

Known Background model:The server have more 

knowledge than what can access Known ciphertext 

model relationship between trapdoor and related 

statistical of other information  

 

 

 

 

 
 

PROPOSED SCHEMES: 

 

In this scheme mainly used to secure KNN 

computation scheme use for distance to select  K 

nearest database records.We have initially data owner 

inorder to generate the secret key.In secret key send 

to data owner in secure channel where the symmetric 

key used to encrypted documents outsourced  cloud 

server . 

Index building: 
It is used to utilize the data owner  .In this schemes 

used to encrypted to collection of document and send 

the cloud server.We have form the content table in 

the data for cloud it must be easy to identify the 

encrypted data 

Trapdoor generated:The keyword set for searching 

user in the index number. It send to the keyword in 

the cloud server.When the data transfer do not 

blocked the data in the cloud it must be very efficient 

to generating the trapdoor .In this schemes tosearch 

for encrypted cloud data use two schemes  . 

FMS-I 
In this FMS-I calculated the importance score of data 

from thedocument.The choice factor for search 

keyword fromthedocument and longest preference 

factor keyword are same thedocument with higher 

relatedscore of keyword is better matching result 

FMS-II 
In this schemes to replace the search keyword we can 

also develop any operation it improve the user need 

of searching data.It must be support the multi 

keyword search to support thelogic operation to 

search”AND”,”OR”,”NO”operation of 

keywords.With“AND”operation to returned 

document matching all keywordthen the 

“OR”operation data must be either or not in data 

incloud to performed.It can only enabled search with 

single logic operation on keyword 

LITERATURE SURVEY: 
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1.Secured Multi-keyword Ranked Search 

over Encrypted cloud data 

 

    Data is stored as public or private and different 

searching strategies are available for  types of data. 

The data are stored in the cloud using encryption 

technique. So the authenticated members who know 

the key can access the data. A different type of 

searching technique is used  for encrypted data such 

as Fuzzy keyword search, conjunction of keyword. 

In cloud computing,data management system of local 

site can be deployed to commercial public cloud for 

economic savings. To provide security to stored data, 

it must to encrypt before storing data. To find the 

solution of multi                                                                                                                               

keyword encrypted cloud data while preserving strict 

system-wise privacy in the cloud computing. Among 

various multi-keyword semantics, the efficient  

measure is coordinate matching, to effectively 

capture the relevance of deployed  documents to the 

query keywords, and use inner product to 

quantitatively evaluate such a measure of that 

document to the search query is used in MRSE 

algorithm. 

PRIVACY PRESERVATION: 

Analysis 
 In our scheme, correlating pseudonyms is infeasible 

without knowing the secret key used in generating 

them. Fake packets can make pseudonyms  infeasible 

because the adversary cannot distinguish between 

event and fake packets. Christo Ananth et al. [6] 

proposed a system which contributes the complex 

parallelism mechanism to protect the information by 

using Advanced Encryption Standard (AES) 

Technique. AES is an encryption algorithm which 

uses 128 bit as a data and generates a secured data. In 

Encryption, when cipher key is inserted, the plain 

text is converted into cipher text by using complex 

parallelism. Similarly, in decryption, the cipher text 

is converted into original one by removing a cipher 

key. The complex parallelism technique involves the 

process of Substitution Byte, Shift Row, Mix Column 

and Add Round Key. The above four techniques are 

used to involve the process of shuffling the message. 

The complex parallelism is highly secured and the 

information is not broken by any other intruder. 

Sending fake and real packets confuses the adversary 

and makes time correlation infeasible even if there is 

only one event transmission. 

Illegal Search Detection 
Attacker has eavesdropped the secret key. Then he 

construct the authentication data; if the attacker has 

not  eavesdropped the historical data.  Further, if the 

attacker has successfully eavesdropped all data , the 

attacker can  construct the authentication data and  

detected by the administration server. However,  the 

legal data user performs  the secret key on the 

administration and then the server side has changed, 

there will be contradictory secret keys between the 

administration server and the legal data systems. 

Therefore, the data user and administration server 

will soon detect this illegal action. 

 

 

ENHANCED SCHEME: 

 

It must be the part of dictionary will rapidly increase 

the dictionary becomes larger and more 

comprehensive .Fine grained multi keyword search 

scheme supporting classified sub-

dictionary(FMSCS).It must classified total dictionary 

as common as sub-dictionary and manyprofessional 

sub-dictionary.The main goal is reduce the 

computation and communication. 

 

CONCLUSION: 

We have fine –grained multi keyword search issues 

over encrypted cloud data two schemes  

FMS-I have relevance score and preference factor of 

keyword search and better user  

FMS-II secure and efficient search with practical 

“AND”,”OR”,”NO” operation on keyword.In this 

scheme supporting classified sub-dictionary to 

improve efficiency. 
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