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Abstract:

This paper proposes a reversible data 
hiding method for natural images. Due to 
similarity of neighbour pixels value, most 
different between pairs of adjacent pixels 
are equal or closed to zero. In this work, a 
histogram is constructed based on this 
difference statistics. In the data embedding 
stage, a multilevel histogram modification 
mechanism is employed by using block 
division method that is each contain peak 
value. As more peak points are used for 
secret bits modulation, the hiding capacity 
is enhanced compared with those 
conventional method based on one or two 
level histogram modification. Moreover, 
as the difference concentricity around zero 
is improved, the distortion on the host 
image introduced by secret content 
embedding is mitigated. In the data 

extraction and the image recovery stage, 
the embedding level instead of the peak 
points and zero points is used. Accordingly 
the affiliated information is much smaller 
than in those method of the kind. A 
sequential recovery strategy is exploited. 
For each pixel is reconstructed with the aid 
of its previously recovered neighbour. 
Experimental result and comparision with 
other method demonstrate our method 
effectiveness and superior performance.   

1.INTRODUCTION:

Nowadays security is the major issue for 
all type of communication. An insecure 
system leads to eavesdropper detecting & 
extracting the presence of secret 
information. The development of 
information hiding techniques provides a 
way to protect digital media. These 
techniques have the operation to embed 



                                                                                                ISSN 2394-3777 (Print)
                                                                                                                     ISSN 2394-3785 (Online)   

                                                                                                  Available online at www.ijartet.com
                International Journal of Advanced Research Trends in Engineering and Technology (IJARTET)
                                                             Vol. II, Special Issue I, March 2015
                                                                                                                                                                                                                   

573
All Rights Reserved © 2015 IJARTET

the secret or private information 
into the cover media. 

     The cover media can be of various 
types of digital data, such as image, text, 
video, etc. Information like private 
annotations, business logos, and critical 
intelligence can be embedded into a cover 
image in an invisible form so that many 
applications, like ownership claim of 
digital contents, copyright protection of 
media, covert communication between 
parties, etc., can be fulfilled.

     Information techniques used for covert 
communication are often called 
steganography, and those for ownership or 
copyright protection are often called 
watermarking.

1.1 REVERSIBLE DATA HIDING:

It  aims to embed secret message into a 
cover image by slightly modifying its pixel 
values, and, unlike conventional data 
hiding, the embedded message as well as 
the cover image should be completely 
recovered from the marked content. 
     RDH is a special type of information 
hiding and its feasibility is mainly due to 
the lossless compressibility of natural 
images

     Reversible data hiding techniques can 
be employed to restore stego images to 
their pristine statesafter the hidden data are
extracted.Encryption is an effective means 
of privacy protection.                                     

     To share a secret image with other 
person, a content owner may encrypt the 
image before transmission. It may be also 
expected that the original content can be 
recovered without any error after 
decryption and retrieve of additional 
message at receiver side. That means a 
reversible data hiding scheme for 
encrypted image is desirable.

1.2DATA EMBEDDING ALGORITHM:

Fig.1 Data embedding algorithm

1.3DATAEXTRACTING ALGORITHM:

Fig.2 Data extracting algorithm

2.PROPOSED METHOD:

2.1 OBJECTIVE:

To increase the embedding capacity by 
multilevel histogram shifting. It uses the 
pixel pair selection to embed the data. 
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2.2 INTRODUCTION:

This paper proposes a reversible data 
hiding method for natural images. Due to 
the similarity of neighbor pixels’ values, 
most differences between pairs of adjacent 
pixels are equal or close to zero.  

     In this work, a histogram is constructed 
based on these difference statistics. In the
data embedding stage, a multilevel 
histogram modification mechanism is 
employed by using block division method 
that is each contain peak value. 

     As more peak points are used for secret 
bits modulation, the hiding capacity is 
enhanced compared with those 
conventional methods based on one or two 
level histogram modification.

     Moreover, as the differences 
concentricity around zero is improved, the 
distortions on the host image introduced 
by secret content embedding is mitigated. 
In the data extraction and image recovery 
stage, the embedding level instead of the 
peak points and zero points is used. 

     Accordingly the affiliated information 
is much smaller than in those methods of 
the kind. A sequential recovery strategy is 
exploited for each pixel is reconstructed 
with the aid of its previously recovered 
neighbour.

Method used in our proposed scheme:

 Difference pair mapping
 Histogram shifting
 Block division algorithm  

     

Fig.3 Block Diagram for RDH

3. EXISTING METHOD:

In the existing methods pixel pair mapping 
is used for data embedding, it  uses the 
pair of pixels for calculation. The 
difference between the adjacent pixel pairs 
are computed as (d=y-x). From that ‘d’ 
value the figure 3.1 is obtained

     If the difference is zero then  it is 
represented as reference point, in the 
figure it is marked as red dot. Each black 
point is for expanding and each blue point 
is for shifting. For the values y-x=1 or y-
x=-1 we can embed the data. 

     If the embedding bit is one, then the 
pixel value y is increased by one, if the bit 
is zero, then no change to the pixel values.
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Fig.4 Existing PPM data 

embedding procedure

The remaining points are shifted to their 
associate points except the difference is 
zero(y-x=0).  It only allows two 
Modification direction as Upper 
neighbor(x, y+1) or lower neighbor (x, y-
1) This method has one dimensional 
difference histogram as the y-axis only 
undergo modification, x-axis has no 
changes.The proposed method emerges as 
the DPM technique for data hiding 
purpose, the concept. The proposed work 
has two important parts, they are

 Data Embedding
 Data Extraction

3.1 DRAW BACK OF EXISTING 
SYSTEM:

only one pixel of a pixel-pair is allowed to 
be modified by 1 in value, So existing 
system  embedding  capacity  EC   is low.

3.2 DIFFERENCE  HISTOGRAM IN 
PROPOSED METHOD:

In this paper, based on  difference  
histogram  modification, a  reversible data 
hiding (RDH)  scheme is proposed by 
using difference-pair-mapping 
(DPM).First, by considering each pixel-
pair and its context, a sequence  consisting 
of pairs of difference values is computed.

     Then, a difference-histogram is 
generated by counting the frequency of the 
resulting difference-pairs. Finally, 
reversible data embedding is implemented 
according to a specifically designed   
DPM.

     Here, the DPM is an injective mapping 
defined on difference-pairs. It is a natural 
extension of expansion embedding and 
shifting techniques used in current 
histogram-based RDH methods.

     Specifically, for data embedding, the 
difference image D is first computed for a 
gray-scale  cover image as

Where (I(i,2j),I(i,2j+1)) is a pixel-pair 
consisting of two consecutive pixels. Then 
the marked image  Im can be obtained as

Where b={0,1} is a data bit to be 
embedded. Notice that the
first pixel  I(i,2j)  in the pair keeps 
unchanged in this embedding  procedure, 
i.e., one simply takes Im(I,2j)=I(i,2j)
Accordingly, from a marked image Im , 
the embedded data  bit can be extracted as

and the original pixel value can be 
recovered as

where Dm(i,2j)=Im(i,2j+1)-Im(i,2j)  is the 
difference  value computed from the 
marked image. 
In this method, the bins 1 and are utilized 
for expansion   embedding and other bins 
(except bin 0) for shifting.
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3.3 PROCESS INVOLVED IN DATA 

HIDING:

          There are three major steps in the 
process of data hiding, they are

 Image encryption
 Data embedding and
 Data extraction/image recovery.

        In non-separable technique i.e. 
reversible data hiding scheme, a content 
owner encrypts the original uncompressed 
image using an encryption key to produce 
an encrypted image and then a data-hider 
embeds additional data into the encrypted 
image using a data-hiding key though he 
does not know the original content. 

      With an encrypted image 
containing additional data a receiver may 
firstly decrypt it using the encryption key 
and the decrypted version is similar to the 
original image. According to the data-
hiding key, he can further extract the 
embedded data and recover the original 
image from the decrypted version.

                  

Fig.5 Block diagram of data embedding

The procedure of non-separable method is 
made up of image encryption, data 
embedding and data-extraction/image-
recovery phases. A content owner encrypts 
the original uncompressed image using an 
encryption key to produce an encrypted 
version of the image, and then a data-hider 

embeds additional data (payload) into the 
encrypted image using a data-hiding key 
since he does not know the original 
content.

     With an encrypted image containing 
additional data, a receiver may firstly 
decrypt it using the encryption key, and 
the decrypted version is analogous to the 
original image. According to the data-
hiding key, he can extract the embedded 
data and recover the original image from 
the decrypted version.

                  

Fig.6 Block diagram of data extraction

3.4 BLOCK DIVISION ALGORITHM 

FOR EMBEDDING:

Algorithm 3.4.1 – Data Embedding.
Input: a cover image I divided into blocks 
with size n × n, and a message bit string M 
to be embedded.
Output: a stego-image I withM embedded,
Steps:
Step 1 (Block decomposition) divide each 
block B in I by the four ways A,
            B, C, and D.
Step 2 (Estimation of data hiding 
capacities) compute the data hiding 
capacity
            for each case Ci of block divisions,
i = 1, 2,3, and 4, by the
             following way.
(i)       For each sub-block Ij in Ci , 
perform the following operations.
           (a) Generate the histogram h of Ij .
           (b) Find the peak in h and its 
location x0.
           (c) Sum up h(x0 − 1) and h(x0 + 1) 
as dj .

secret Data Embedding
Process

Cover 
Medium

Image 
Encryption

Image with 
data

Received 
Image

Original 
Image

Secret Formation

Data extracting 
Process
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Step 3 (Data embedding) for 
each sub-blocks Ij in Cm, perform the 
following
           operations.
(i) Generate the histogram h of Ij .
(ii) Find the peak in h and its location x0.
(iii) Collect all pixels in Ij with gray values 
smaller than x0 as a set SL, and those with 
gray values larger than x0 as a set SR.
(iv) Collect all pixels in SL whose gray 
values are zero as a set S0L, and all those 
whose gray values are 255 in SR as a set 
S255R .
(v) (Histogram shifting) decrement the 
gray value of each pixel in SL by one 
except those in S0L, and increment the 
gray value of each pixel in SR by one 
except those in S255R .
(vi) (Location map generation) put S0L 
and S255 R into a set SM, and call it a
location map.
(vii) (Bit embedding) take a data bit m_ 
sequentially from M, scan the pixels in Ij 
in a raster-scan order, take an unprocessed 
pixel with gray value v, and perform the 
following task, until all bits in M are 
exhausted:
        (a) if v = x0 − 2, the increment v by 
one if ml = 1 or keep v unchanged ifml =0;
        (b) if v = x0 + 2, then decrement v by 
one if ml = 1 or keep v unchanged ifml =0.
The proposed data extraction process is 
described in the following as   
analgorithm, which is basically a reverse 
process of Algorithm 1.
      The input includes the output data 
yielded by Algorithm 1 and the number of 
messagedata bits embedded in the stego-
image.
3.4.2 Algorithm 2 – Data Extraction.
Input:   a stego-image I’ with blocks of 
size n × n, the number N of message data 
bits.
Output: the message data M embedded in 
I’ and the original cover image I losslessly 
recovered.
Steps:

Step 1 (Initialization) set M = ε (an empty 
string).
Step 2 Take out the blocks in I in order, 
and divide each of them in the way of 
            the block division specified                           
Step 3  (Data extraction) for each sub-
blocks I’, perform the following    
            operations.
(i) Generate the histogram h’ of I’
(ii) Find the peak in h’and its location x0.
(iii) (Bit extraction) scan the pixels in a 
raster-scan order, take an un processed  
pixel with gray value v, and perform the 
following task, until all the N message bits   
are   extracted.
           (a) if v = x0− 2 or x0+ 2, then 
extract a bit “0” and it to the end of M;
         (b) if v = x0− 1, then extract a bit 
“1,” append it to the end of M, and
decrement v by  one;
          (c) if v = x0+ 1, then extract a bit 
“1,” append it to the end ofM, and 
increment v  by one.
(iv) Collect all pixels in I’ with gray 

values smaller than x0 as a set SL, and
those with gray     values larger than x0 as 
a set SR.
(v) (Reverse histogram shifting) perform 
the following steps to recover the cover 
image I  losslessly.

(a) Increment the gray value of 
each pixel in SL by one, and 
decrement the gray value of 
each pixel in SR by one.

(b) Use the content (S0L, S255R ) 
of the location map SM to 
restore the original gray   
values of the pixels by setting 
the gray value of each pixel in 
S0L   to be 0 and that of  each 
pixel in S255R to be 255.

(c) By Algorithm 2, the hidden 
data can be extracted 
successfully, and the original 
cover image recovered 
losslessly.
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3.5 BINARY CONVERSION:
                        The secret image first 
converted into binary then it will embed in 
the image.

Condition  used for this binary conversion 
& data conversion:-

m = dec2bin(h,8);

A=num2str(a);

z(k)=bin2dec(A);

Fig.7 Binary form of secret message 

3.6 APPLICATION OF PROPOSED 
METHOD:

 medical 
image processing

 multimedia 
archive management

 Image 
transcoding and video error-
concealment coding 

4.SIMULATION MODELS AND 
RESULTS:

4.1 EXPERIMENTAL RESULTS:

In this work, we propose the algorithm for 

communicating the secret information 

within the image in the invisible manner. 

Figure 3.1 shows that, the secret 

information we want to share, then use the 

ceaser cipher technique with key over the 

data, the original information is converted 

into cipher text. This cipher text is 

converted into binary form as 0’s & 1’s for 

embedding process.

Fig.8 256x256 input image

                                                                          

                                                 

Fig.9 Input image and it 

histogram

Fig.10 Pixel region for original  image
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Fig.11 After shifting pixel region

4.2 BLOCK  DIVISION APPLIED:

Fig.12 Divided image

The input image is divided into four 
subimages i.e, A ,B,C,D. This 
technique of block division 
successfully enhances the hiding 
capacity  because the total volume of 
data that can be hidden in the multiple 
blocks  is generally larger than that 
which can be hidden in a single cover 
image.
     Furthermore, the location of the 
peak in the histogram indicates 
generally that a great number of pixels 
are ‘centralized’ in the neighboring 
area around the peak point.After  
divided   process  the embedding  and  
extracting process Will taken.
4.3 HISTOGRAM SHIFTING 
APPLIED:

In our proposed method, part of the 
image that is Subimage C taken to the 
reversible data hiding process.

Fig.13 Histogram shifting of subimage 

From  above figure  we clearly shown that 
the space are created. the histogram-based 
ones have attracted much attention. The 
histogram-based methods modify the 
histogram in such a way that  certain bins 
are shifted to create vacant space while 
some other bins are utilized to carry data 
by filling the vacant space. This type of 
methods can well  control the embedding 
distortion and provide a sufficient EC.

     Secret messages  like private 
annotations, business logos, and critical  
intelligence can be embedded into a cover 
image in an invisible form so that many 
applications, like ownership claim of 
digital contents, copyright protection of 
media, covert communication between 
parties, etc., can be fulfilled.

Fig.14 Peak point & EC of original image
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Fig.15 Peak point & EC of Sub imageC4.4 

EMBEDDING AND  EXTRACTING:

Fig.16 Display of embedding and 

extracting bits

Fig.17 Display of embedded message

Fig.18 Display of extracted message

Fig.19 Display of cover  image 

recovered

Origin

al 

Sub 

imag

Sub 

imag

Sub 

imag

Sub 

imag

Image e A e B e C e D

Peak value 1685 692 541 1197 272

Correspondi

ng Gray 

Value

14 9 166 14 130

Embedding 

Capacity

2867 730 1017 1819 506

Table.1

5.CONCLUSION:

A reversible data hiding scheme is 
proposed in this paper. The  multilevel 
histogram modification is employed for 
data embedding  by using block  division  
method. 

      On one hand, a higher capacity is 
provided compared with one or two level 
histogram modification based methods.

     On the other hands, as secret data is 
embedded in differences of adjacent pixels 
values, the marked images quality is 
improved compared with that in previous 
multilevel histogram modification based 
work.

     In addition, a pixel-pair-selection 
strategy  is also proposed to further 
enhance the embedding performance. Our 
proposed reversible data hiding technique 
is able to embed about  4.2 kbs  into a 
256x256  grayscale image  by using block 
division compared with the existing 
method which gives 2.872kbs.
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