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Abstract— Distributed Denial of Service (DDoS) Attacks has 

been increasingly found to be affecting the normal functioning of 

organizations causing billions of dollars of losses. Organizations 

are trying their best to 

minimize their losses from these systems. This paper presents a 

structural approach to the DDoS problem by developing a 

classification of DDoS attacks and DDoS defense mechanisms.[1] 

Furthermore, important features of each attack and defense 

system category are described and advantages and disadvantages 

of each proposed scheme are outlined.We survey different papers 

describing methods of defense against DDoS attacks based on 

entropy variations, traffic anomaly parameters, neural networks, 

device level  defense, botnet flux identifications and application 

layer DDoS defense. 
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Introduction 

I. Introduction to DDoS 

 

Overview of DoS 

Denial of service attack 

Denial of service attack is an attempt by an attacker to 

exhaust the target’s computational and network resources 

so that legitimate users cannot gain access the target’s 

services. [2] 

 
Fig 1. DOS Attack 

 

� Background Information:  Denial of Service Attacks. 

� Classification of Denial of Service Attacks. 

� Countermeasures for Denial of Service Attacks. 

� Denial of Service Attacks Shortfalls. 

Overview of DDoS 

Distributed denial of service attack 
DDOS attack is an attempt by an attacker when many 

compromised and vulnerable systems are infected by the 

malicious code simultaneously and these 

compromised machines are coordinated under the control 

of a single attacker in order to break the victim’s system 

and exhaust its resources. [2] 
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Fig 2. DDOS Attack 

 
� Distributed Denial of Service Attacks. 

� Distributed Denial of Service Attack Architecture. 

� Widely Used Distributed Denial of Service Tools. 

� Trinoo 

� TFN/TFN2K 

� Stacheldraht 

� Common DDoS Countermeasures. 

� DDoS Protection Environment. 

 

II. DDOS ATTACK CLASSIFICATION 

There are two types of attacks in terms of the number of 

malicious entities. 

� Uni-Source attacks- These attacks are sent from a 

single machine or launched by a single source. 

� Distributed attacks- These attacks are sent from a 

multiple machines or originating from multiple 

sources. [4] 

 
 

Fig 3. DDoS Architecture 

 

There are two types of DDOS attacks, Bandwidth 

depletion attack and Resource depletion attack. 

 
Fig 4. Architecture of DDoS Attack 

 

IV. TYPES OF DDoS ATTACKS 

 

Two types of DDoS attacks 
� Flooding, 

� Scanning attacks.  

�  

 
Fig 5. Classification of DDoS attacks. 

 

V. CONCULSION  
DDOS attacks are one of the most dangerous threats to 

the computer networks.Distributed denial of service 

attacks is a complex and serious problem and 

consequently, numerous approaches have been proposed 

to counter them. The multitude of current attack and 

defense mechanisms obscures the global view of the 

DDoS problem. It is important to recognize and 

understand trends in attack technology in order to 

effectively and appropriately evolve defense and response 

strategies.The most serious attack for network security is 

DDoS (Distributed Denial of Service) attack.The more 

the rate of the internet usage increases, the more 

challenge increase for efficient DDos detection system.So 

there are many challenges for detecting and classifying 

DDoS attacks. 
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